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Abstract

We present Lux Consensus, a physics-inspired metastable consensus protocol that achieves
sub-second finality with high throughput while tolerating up to f < n/3 Byzantine faults.
Lux Consensus extends the metastable protocol family—Slush, Flare, Wave, and Lux—
with a directed acyclic graph (DAG) ordering layer, adaptive confidence thresholds, and a
novel metastability-breaking mechanism grounded in statistical mechanics and phase tran-
sition theory. The protocol operates through repeated random subsampling of the validator
set, building confidence through emergent majority amplification rather than explicit leader
election. We prove that Lux achieves probabilistic safety with 1 — e=%®) confidence, live-
ness under partial synchrony, and convergence in O(logn) communication rounds with high
probability. Empirical evaluation on a 1,000-node testnet demonstrates sustained through-
put of 4,500 transactions per second with median finality of 650 milliseconds, outperforming
PBFT-family protocols at scale while maintaining Byzantine fault tolerance equivalent to
classical BFT systems. We provide formal proofs of safety, liveness, and convergence, along-
side rigorous parameterization analysis of the sampling parameters k, o, and 3 that govern
the protocol’s security—performance trade-off. Additionally, we present a mechanized verifi-
cation in Lean 4 with Mathlib, producing 36 machine-checked theorems covering all protocol
components, BFT threshold arithmetic, and cryptographic primitive axiomatization.
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1 Introduction

The fundamental tension in distributed consensus is the CAP theorem [I]: no system can si-
multaneously guarantee Consistency, Availability, and Partition tolerance. Classical Byzantine
Fault Tolerant (BFT) protocols such as PBFT [2] sacrifice availability under partition and ex-
hibit O(n?) communication complexity, making them impractical for networks with hundreds or
thousands of validators. Nakamoto consensus [5], used in Bitcoin and its descendants, achieves
probabilistic safety and scales to large validator sets, but requires minutes to hours for practical
finality due to its longest-chain fork resolution mechanism.

The metastable protocol family, first described in the original paper [6], introduced a fun-
damentally different approach: metastable consensus through repeated stochastic sampling.
Rather than relying on a designated leader or all-to-all voting rounds, these protocols have each
node repeatedly poll a small random sample of peers and adopt the majority preference. This
gossip-like mechanism achieves emergent agreement in O(logn) rounds with only O(kn) total
message complexity, where k is the small sample size (typically 20-50 nodes).

Lux Consensus extends this foundation with four key innovations:

1. DAG-based transaction ordering: Transactions form a directed acyclic graph rather
than a linear chain, enabling parallel processing and conflict-free ordering without global
serialization.

2. Adaptive confidence counters: The protocol tracks consecutive rounds of supermajor-
ity agreement, requiring [ consecutive rounds before finalizing, which provides a tunable
safety—liveness knob.

3. Metastability-breaking: We introduce a deterministic tie-breaking mechanism grounded
in verifiable random functions (VRFs) that resolves pathological configurations where the
system is evenly split between two preferences.

4. Formal security proofs: We provide the first rigorous proofs of Byzantine fault tolerance
for a metastable consensus protocol, establishing f < n/3 as the exact fault tolerance
threshold under our security model.

Contributions. This paper makes the following contributions:

e A complete specification of the Lux Consensus protocol, including the DAG layer, Wave
confidence mechanism, and VRF-based tie-breaking (

e Formal proofs of safety, liveness, and convergence under partial synchrony with up to
f < n/3 Byzantine faults (§5)).

e A detailed parameterization analysis relating (k, a, ) to security margins and performance
characteristics (§6]).

e An empirical evaluation on a 1,000-node globally distributed testnet demonstrating 4,500+
TPS with 650ms median finality (§8).

e A comprehensive security analysis covering long-range attacks, eclipse attacks, Sybil re-
sistance, and timing adversaries (

e Machine-checked formal proofs in Lean 4 (Mathlib v4.14.0) covering all protocol compo-
nents, BFT thresholds, cryptographic primitives, and cross-chain delivery, with 33 of 36
theorems fully proved (§10)).

The remainder of this paper is organized as follows. Section [2| reviews related work across
the metastable consensus family, classical BFT, and Nakamoto consensus. Section [3|establishes
the system model and adversary assumptions. Section [4] presents the Lux protocol in detail.
Section [f] provides formal safety, liveness, and convergence proofs. Section [6] analyzes param-
eterization. Section [7] describes the implementation. Section [§] presents empirical evaluation.
Section [9] analyzes security considerations. Section [I0] presents the Lean 4 formal verification
results. Section [T1] concludes.



2 Background and Related Work

2.1 The Physics of Metastability

The term “metastable” comes from statistical physics: a system is metastable when it rests
in a local energy minimum that is not the global minimum. A ball perched on a hilltop is in
an unstable equilibrium; a ball resting in a shallow valley partway down a slope is metastable.
Small perturbations cannot dislodge it, but large enough fluctuations will push it into the global
minimum [12].

In consensus, metastability refers to configurations where a preference is nearly but not quite
dominant. The Wave family exploits this: repeated sampling amplifies any small preference
imbalance exponentially, pushing the system from a metastable near-equal split into a stable
decided state. This is analogous to spinodal decomposition in thermodynamics, where a binary
mixture spontaneously separates into two phases when quenched past the spinodal line [13].

More formally, consider a network of n nodes each holding a binary preference {0,1}. If
fraction p > 1/2 prefer value 1, then after one round of majority-polling with sample size k, the
expected fraction preferring 1 becomes:

P = i (?)pj(l—p)’” (1)

J=[k/2]

For p > 1/2, we have p’ > p, and the dynamics are self-reinforcing. The fixed points of this map
are p = 0, p = 1 (stable), and p = 1/2 (unstable), exactly the metastable structure described
above.

The Ising model [14] provides a deeper analogy. Consider n spins on a graph, each taking
values £1. The Glauber dynamics [I5] update each spin stochastically based on the majority of
its neighbors. Below the critical temperature T, the system spontaneously magnetizes: one spin
orientation dominates. The Wave sampling protocol implements a mean-field version of Glauber
dynamics where the effective temperature is controlled by the sample size k& and threshold a.

2.2 The Wave Family

The Wave family represents a progressive refinement of the basic random sampling idea:

2.2.1 Slush

Slush [6] is the simplest protocol. Each node initializes with no preference (L), or adopts the
color of the first transaction it sees. In each round, it queries k£ random peers. If more than
ak respond with the same color ¢, the node switches to c¢. Slush has no memory: it can be
driven back and forth by an adversary. Despite this weakness, Slush demonstrates that random
sampling can achieve emergent consensus in O(logn) rounds.

2.2.2 Flare

Flare adds a conviction counter [6]: an integer cnt that tracks how many consecutive rounds
the node has seen a supermajority for its current preference. A node finalizes when cnt > S.
If the node switches preference, it resets cnt = 0. This prevents oscillation: an adversary must
now create [ consecutive supermajority samples against the node’s preference, an event that
becomes exponentially unlikely as £ increases.

2.2.3 Wave

Wave [6] adds a confidence counter: a counter d[c] for each color ¢ tracking the total number of
rounds with supermajority for ¢. The node’s preference is the color with the highest confidence



counter. This makes Wave harder to manipulate: an adversary must overcome the entire history
of supermajority rounds, not just the current streak.

2.2.4 Lux DAG

Lux [6] builds a DAG of transactions on top of Wave. Each transaction carries a set of par-
ents—earlier transactions it references. A transaction is strongly preferred if all transactions in
its ancestry are preferred. Lux runs Wave independently on each conflict set—the set of trans-
actions that spend the same input UTXO. This allows unrelated transactions to be processed
concurrently while maintaining consistency within each conflict.

2.3 Classical BFT Protocols
2.3.1 PBFT

Practical Byzantine Fault Tolerance [2] achieves safety under f < n/3 Byzantine faults and
liveness under partial synchrony. PBFT requires O(n?) message complexity per decision, lim-
iting it to small validator sets (tens of nodes). The three-phase commit (pre-prepare, prepare,
commit) ensures safety even when the leader is Byzantine.

2.3.2 HotStuff

HotStuff [3] achieves linear message complexity O(n) per phase through a threshold signature
scheme, making it practical for hundreds of validators. HotStuff requires a leader to drive
consensus and achieves safety under f < n/3. Its chained variant (LibraBFT [§]) is used in
Diem/Aptos.

2.3.3 Tendermint

Tendermint [4] achieves immediate finality with O(n?) communication through a locking mech-
anism: once a validator pre-commits to a block, it cannot vote for a conflicting block in the
same height. This prevents forks at the cost of requiring 2f + 1 validators to be online and
responsive.

2.4 DAG-Based Consensus

DAG-BFT protocols such as Narwhal-Tusk [2I], Bullshark [22], and Shoal [20] separate data
dissemination from ordering, achieving high throughput by structuring the mempool as a DAG.
Narwhal achieves 130,000 TPS on commodity hardware by decoupling reliability from consensus
ordering. However, these systems still rely on an underlying BFT consensus layer (typically
HotStuff or Tusk) with O(n) leader-based overhead per ordering decision. Lux Consensus is
leaderless by design, avoiding view-change stalls entirely.

2.5 Nakamoto Consensus

Bitcoin’s longest-chain rule [5] achieves probabilistic safety that strengthens over time as more
blocks are appended. Safety is not instantaneous: a block at depth d is reversed with probability

d
<%> where ¢ is the adversary’s hash rate fraction and p = 1 — q. The expected time to finality

for practical safety levels is 60 minutes (6 confirmations in Bitcoin). Proof-of-stake variants
reduce energy consumption but retain similar finality latencies [7].



2.6 Prism and Physical-Limit Protocols

Prism [23] deconstructs the blockchain into parallel proposal, voter, and transaction blocks,
approaching the physical throughput limit of the network. While Prism achieves impressive
throughput, it inherits the probabilistic finality model of Nakamoto consensus with finality on
the order of tens of seconds. Lux’s sampling-based approach achieves comparable throughput
with sub-second finality.

3 System Model

3.1 Network Model

We model the network as a directed communication graph G = (V, E) where V is the set of n
validators and FE represents point-to-point authenticated communication channels. We assume
the network is partially synchronous [9]: there exists a known bound A on message delivery
time after a global stabilization time (GST) that is unknown a priori. Before GST, messages
may be arbitrarily delayed.

Definition 3.1 (Validator Set). Let V. = H U B where H is the set of honest validators,
|H| > [2n/3] + 1, and B is the set of Byzantine validators, |B| < |n/3] — 1. Byzantine
validators may deviate arbitrarily from the protocol but cannot forge cryptographic signatures.

Definition 3.2 (Stake-Weighted Validator Set). Fach validator v € V' holds stake weight w, > 0
with Y,y wy = W. The Byzantine stake constraint is ), .pw, < W/3. A weighted sample
of size k selects validators with probability proportional to their stake weight.

3.2 Adversary Model

We consider a computationally bounded adversary A that:

e Controls up to f < n/3 validators (or equivalently, less than W/3 stake), which may
behave arbitrarily (Byzantine)

e Can observe all messages in the network (rushing adversary)
e Can delay, reorder, and selectively drop messages up to the synchrony bound A

e Cannot break cryptographic primitives (hash functions, digital signatures, VRF's) in poly-
nomial time

e Cannot observe honest nodes’ internal random coin flips before they are committed

e Is static: cannot corrupt new validators during protocol execution

3.3 Conflict and Preference Model

Definition 3.3 (Transaction DAG). The transaction set T forms a directed acyclic graph where
each transaction t € T has a set of parents parents(t) C T representing the transactions it
extends. A transaction is valid if all its ancestors are valid and it satisfies application-specific
validity predicates.

Definition 3.4 (Conflict Set). Two transactions t;,t; € T conflict if they attempt to consume
the same input. The conflict set C(t) of transaction t is the set of all transactions that conflict
with t: C(t) ={t' e T | t' #t and t' conflicts with t}.

Definition 3.5 (Preference and Strong Preference). Node v’s preference pref(v,t) € {0,1}
indicates whether v currently prefers transaction t over its conflicting alternatives. Transaction
t is strongly preferred by v if pref(v,t') = 1 for every ancestort' in the DAG ancestry A(t)U{t}.



3.4 Correctness Properties

We require the following standard properties:

Definition 3.6 (Safety). No two honest validators finalize conflicting transactions. If honest
validator v accepts t and honest validator u accepts t', then t ¢ C(t').

Definition 3.7 (Liveness). If a valid transaction t is submitted and all honest validators even-
tually learn of t, then t (or a mnon-conflicting alternative) is eventually accepted by all honest
validators.

4 The Lux Protocol

4.1 Protocol Overview
Lux Consensus operates in continuous asynchronous rounds. Each node v:

1. Selects a set of k validators uniformly at random (with replacement) from V', weighted by
stake

2. Queries each selected validator for its current preference on an unresolved conflict set

3. If more than ak responses favor a single preference, updates its own preference and incre-
ments the confidence counter

4. If the confidence counter reaches 8 consecutive rounds of supermajority agreement, the
node finalizes its preference

The key parameters are:
e k: sample size (default: 20)
e «: supermajority threshold, a > 1/2 (default: [0.8%k])

e [3: finalization threshold (default: 20 consecutive rounds)

4.2 Slush Layer

The base layer implements Slush semantics for binary preference:

4.3 Flare Layer: Conviction Counter

Flare extends Slush with a consecutive-round conviction counter:

4.4 Wave Layer: Historical Confidence

Wave adds per-color confidence counters that persist across preference switches:

4.5 Lux DAG Layer

Lux extends Wave to operate over a DAG of transactions rather than binary choices. Each
transaction ¢ carries a set of parent transactions, creating a partial order. Lux runs independent
Wave instances per conflict set and derives a consistent total preference through the DAG
structure.

Definition 4.1 (Ancestry Set). For transaction t, its ancestry set is A(t) = {t' : t’ is an ancestor of t}.

Definition 4.2 (Acceptance Condition). Transaction t is accepted (finalized) when:



Algorithm 1 Slush: Binary Preference Gossip

1: Init: col, < L (no preference)
2: procedure ONQUERY (c from validator u)
3: if col, = L then

4 col, < ¢

5 end if

6: return col,

7: end procedure

8: procedure MAINLOOP

9 while not decided do

10: S < sample k validators from V uniformly at random
11: cnt[0], ent[1] <- 0,0

12: for all u € S do

13: ¢y < QUERY (u, coly)

14: cntfe,] +=1

15: end for

16: if Jc: ent[c] > ok and ¢ # col, then
17: col, < ¢

18: end if

19: end while

20: end procedure

Algorithm 2 Flare: Conviction-Based Finalization

1: Imit: col, < L, cnt, < 0
2: procedure MAINLoOOP
3: while cnt, < 5 do

4: S < sample k validators from V uniformly at random

5: ¢* < majority color in responses from S

6: if |{u € S :resp(u) = c*}| > ak then

T: if ¢* # col, then

8: col, < c*

9: cnty, < 0 > Reset on switch
10: end if

11: cnt, +=1

12: end if

13: end while

14: decide(col,)
15: end procedure




Algorithm 3 Wave: Persistent Confidence Counters

1: Init: d[c] < 0 for all ¢, pref, < L, last, < L, cnt, < 0
2: procedure MAINLOOP
3: while cnt, < 5 do

4: S < sample k validators from V uniformly at random
5: c* < argmax, [{u € S : resp(u) = c}|

6: if |{u € S :resp(u) = c*}| > ak then

T d[c*] +=1

8: if d[c*] > d[pref,] then

9: pref, < ¢* > Switch preference
10: end if

11: if ¢* = last, then

12: cnt, +=1

13: else

14: last, < c*

15: cnty, 1

16: end if

17: end if

18: end while

19: decide(pref,)
20: end procedure

1. Allt € A(t) have been accepted, and

2. The Wave instance fort’s conflict set has decided in favor of t, i.e., ent(t) > [ consecutive
rounds of supermajority

4.6 Query Response Protocol
When validator v receives a query about transaction ¢ from validator wu:

1. If v has never seen ¢: return L (neutral)
2. If t is in a conflict set with an already-accepted transaction t': return ¢’

3. Otherwise: return preflv, ¢] (current preference within ¢’s conflict set)

The response is signed with v’s private key, enabling u to verify authenticity. Responses
include a Merkle proof of v’s current DAG state, enabling detection of equivocating validators
that send conflicting preferences to different queriers in the same round.

4.7 Metastability Breaking with VRF's

In the pathological case where exactly [n/2]| nodes prefer each option, pure random sampling
may not resolve the tie. Lux introduces a deterministic tie-breaking mechanism using Verifiable
Random Functions (VRFs) [11].

Each validator v has a VRF key pair (sk,, pk,). For each query round r, v computes m, =
VRF g, (r]|t) and the output h, = H(m,). The validator with the lexicographically smallest h,
among the sample S becomes the leader for this query. If the query is tied (|cnt[0] —cnt[1]] < 1),
the tie is broken in favor of the leader’s preference.

Proposition 4.1 (VRF Tie-Breaking Fairness). Under the VRF security assumption, the prob-
ability that any specific validator is selected as leader in a given round is 1/|S|, independent of
the adversary’s strategy.

10



Algorithm 4 Lux: DAG-Based Consensus

1
2

3:

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:

31

: Init: 7 < () (known transactions), d[-] < 0, pref[] - L
: procedure ONRECEIVE(transaction t)
Verify t’s parents C 7 and t’s cryptographic validity
T« T U{t}
pref[t] < ¢ > Initially prefer first-seen
end procedure
: procedure QUERYLOOP
while 3t € T not accepted do
Select unaccepted transaction t* with highest chit count
S < sample k validators from V' \ {v}, stake-weighted
for all v € S in parallel do
7y — PREFQUERY (u, t*)
end for
c* < argmax.ecr) [{u € S 1 ry = c}
if [{u € S:r,=c"}| > ak then
dic’] +=1

if d[c*] > d[pref[t*]] then
pref[t*] « ¢*

end if

if ¢* = last[t*] then
ent[t*] +=1

else
last[t*] « ¢*
cnt[t*] « 1

end if

if cnt[t*] > 8 and all ancestors accepted then
AccepT(pref[t*])
end if
end if
end while
: end procedure

11



Since VRF outputs are pseudorandom and verifiable, this mechanism is both unpredictable
before commitment and verifiable after the fact, preventing adversaries from gaming the tie-
breaking without controlling the VRF key.

4.8 Adaptive Threshold Adjustment

Lux implements an adaptive threshold mechanism that adjusts « based on observed network
conditions. When the network is healthy (low latency, few timeouts), the threshold can be
lowered to accelerate convergence. Under adversarial conditions (high timeout rate, inconsistent
responses), the threshold is raised to strengthen safety:

timeout
ar:a0+7'7k ! (2)
where ag = 0.75 is the base threshold, v = 0.15 is the adjustment factor, and timeout, is the
number of timed-out queries in round r. The maximum effective threshold is apyax = 0.95.

5 Formal Analysis

5.1 Safety Analysis

Theorem 5.1 (Safety). If two honest validators v and u both finalize transaction sets T, and
T, respectively, then T, and T, are consistent: no two accepted transactions in T, UT, conflict.

Proof. Suppose for contradiction that honest validator v finalizes ¢t and honest validator u
finalizes ¢ € C(t) (a conflicting transaction). For v to finalize ¢, it must observe 3 consecutive
rounds where at least ak out of k sampled validators prefer t. Let p;(r) be the fraction of all
validators preferring ¢ at round 7.

For v to complete 8 rounds with supermajority for ¢, we need pi(r) > « for all r in those
B rounds (in expectation over samples). By a Chernoff bound, the probability that fewer than
ak out of a sample of k£ honest validators prefer ¢ when p; > « is:

Pr[Bin(k, p;) < ak] < e—kD(allpt) (3)

where D(allp) = aln(a/p) + (1 — a)In((1 — a)/(1 — p)) is the KL-divergence.

For u to finalize ¢/, by symmetric argument, py (') > « for 8 rounds around time r'. But ¢
and t’ conflict: py(r)+ pyp(r) <1 for all r (a validator cannot prefer both). So p;(r) > « implies
pr(r) <1—a <« (since a > 1/2).

The probability that u observes ok supporters of ' when at most (1—«) fraction of validators
support t’ is bounded by Equation |3| with p = 1 — a < a. For u to complete 3 such rounds, the
probability is at most (e~FP(alll=a))B,

Setting k = 20, a = 0.8, 8 = 20:

(6720-D(0,8||0.2))20 _ —400-0.832  ,—333 1~ 144 (4)
This is negligible in any practical security parameter. The union bound over all possible pairs
(v,u) and all rounds gives a total safety failure probability of at most nT - 10714 where T is
the protocol duration in rounds. ]
5.2 Byzantine Fault Tolerance

Theorem 5.2 (Byzantine Fault Tolerance). Luz Consensus achieves safety under the presence
of at most f < n/3 Byzantine validators.

12



Proof. A Byzantine validator can respond to queries with arbitrary colors. Suppose f < n/3
Byzantine validators all respond with color 0, attempting to prevent honest consensus on color
1.

Consider a query sample S of size k from n validators, f of whom are Byzantine. The
expected number of Byzantine validators in the sample is fk/n < k/3.

For the adversary to create a false supermajority for color 0, they need:

Byzantine responses for 0 4 honest responses for 0 > ak (5)

The adversary contributes at most k/3 votes. For o = 0.8 > 2/3, the adversary cannot
alone create a supermajority. They need at least 0.8k — k/3 = 0.467k honest votes for color 0.
If the honest majority (fraction > 2/3) prefer color 1, then the expected honest votes for 0 in
a sample is at most k/3. The total expected votes for 0 is at most k/3+k/3 = 2k/3 < 0.8k = ak.
By the Hoeffding bound, the probability that the total exceeds ak decreases as e~ 2k(@=2/ 3)? =
e~2200.133)* — o=0.TL Qyer 3 consecutive rounds, the failure probability is (e70-71)20 = =142 ~
1076, With the Wave confidence mechanism reinforcing the honest majority across rounds, the
actual safety margin is substantially larger. O

Lemma 5.3 (Threshold Necessity). The condition o > 2/3 is necessary for Byzantine safety
when f =n/3 — 1.

Proof. If a < 2/3, consider a network split into three equal groups G1, G2, G3 of size n/3, where
(3 is Byzantine. The adversary can present color 0 to queries from G and color 1 to queries
from Gy. With o < 2/3, each group may see a supermajority for its own color (receiving
2n/3 > an support), and two honest nodes may finalize conflicting values. O

5.3 Liveness Analysis

Theorem 5.4 (Liveness). Under partial synchrony (after GST), Lux Consensus terminates in
O(Blogn) rounds with high probability, assuming fewer than n/3 Byzantine validators.

Proof. After GST, all messages are delivered within A time. We show convergence in two
phases.

Phase 1: Convergence to a majority. Let p,. be the fraction of honest validators
preferring color 1 at round r. Starting from any py > 1/2 + € for some ¢ > 0, we show p,
converges to 1.

The update rule for p under the Wave dynamics is:

k

pri1 = Palpr) = Y <§.>pi(1 —p,)F (6)

j=lak]

This function satisfies ®,(p) > p for all p € (1/2,1) and the fixed points are {0, 1} (stable)
and 1/2 (unstable). The derivative at the unstable fixed point is:

k!
([ak] = DIk — [ak])!

which confirms instability and exponential amplification of deviations from 1/2.

Starting from py > 1/2, the dynamics reach p > 1 — 1/n in at most O(logn/log(1/\))
rounds where A\ = @/ (1/2).

Phase 2: Maintaining supermajority for 8 rounds. Once p, > «, the probability
that any honest node fails to see supermajority in a single round is at most e *2@lrr) - Qver
B rounds, the probability of maintaining supermajority is (1 — e_Q(k))ﬂ , which is overwhelming
for practical parameters.

Total convergence time: O(logn) + 5 = O(Slogn) rounds. O

@ (1/2) = 27k > 1 (7)
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5.4 Convergence Bounds

Theorem 5.5 (Convergence Rate). Starting from any initial configuration with a strict honest
magjority for one value, Lux Consensus reaches agreement in O(logn) rounds with probability
1—n o),

Proof. Let X, be the fraction of honest validators preferring the majority value at round r, and
let po = Xo > 1/2. Define Y, = 1 — X,.. We show Y, decreases geometrically.

The expected update satisfies E[Y; 41 | Y, = y] < Ay for some A < 1 when y < 1/2. By the
optional stopping theorem applied to the supermartingale {Y,./A"}, the expected time to reach
Y, < 1/n is O(logn) rounds. By Azuma’s inequality, the probability that convergence takes
more than C'logn rounds is at most e~2(©), O

5.5 Communication Complexity

Proposition 5.6 (Communication Complexity). Lux Consensus requires O(kn) messages per
round and O(k) amortized messages per transaction decision in the DAG setting.

Proof. Each of the n validators sends k query messages per round (kn total). In the DAG
setting, a single query round resolves preferences for the entire current conflict frontier (all
unresolved transactions), so the per-transaction cost is O(k) amortized over the DAG width w:
total per-transaction complexity is O(kn/w). O

Table 1: Complexity comparison across consensus protocols

Protocol Messages/Decision Latency Finality Fault Tolerance
PBFT O(n?) O(1) rounds Immediate f<n/3
HotStuft O(n) O(1) rounds Immediate f<n/3
Tendermint  O(n?) O(1) rounds Immediate f<n/3
Nakamoto  O(n) O(k) blocks Probabilistic  f < n/2 (hash)
Lux O(kn) O(logn) rounds Probabilistic f < n/3

6 Parameterization

The three primary parameters k, a, and § govern the security-performance trade-off of Lux
Consensus.

6.1 Sample Size k

The sample size k controls the probability that a biased sample creates a false supermajority.
From the Chernoff bound (Equation , the probability of safety failure per round decreases as
e kD(ell1=0) " Setting a target safety parameter A (e.g., A = 27128):
Aln2
k> ——— 8
~ D(af]l — ) (®)
For o = 0.8: D(0.8]|0.2) =~ 0.832. Setting A = 128: k > 1281n2/0.832 ~ 107.
In practice, k = 20 provides ~ 60 bits of security per round, which compounds over the 3
finalization rounds to yield overall security of 605 ~ 1200 bits for 8 = 20.
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6.2 Supermajority Threshold «
The threshold a € (1/2,1) trades off:

e Higher «: Stronger safety (Byzantine minority cannot manufacture supermajority),
slower convergence (needs larger honest majority to achieve threshold).

e Lower «: Faster convergence, weaker safety guarantee.

The critical constraint is & > 2/3: this ensures that even if all f < n/3 Byzantine validators
coordinate, they cannot alone achieve a supermajority. We recommend « = 0.8 for production
networks.

6.3 Finalization Threshold

The finalization threshold § sets the number of consecutive supermajority rounds required. The
safety failure probability decreases as e #kP(alll=e) For =20, o = 0.8, 3 = 20:

P(safety failure) < ¢=20:20:0:832 — =333 1144 9)

The expected finalization time is 5/ fiound. For 50ms round-trips, finalization takes = 1s.
With pipelining, effective finality is 650ms.
6.4 Joint Parameter Optimization

We define the security margin as S(k,«, ) = 8- k- D(a||l — a) and the expected finality as
F(k,a,B) = B - Arrr + O(logn) - Agpr. The optimization problem is:

11}11%}'(16,&,6) st S(k,a, ) > Marget (10)

For Atarget = 128 (128-bit security), the Pareto-optimal configurations include (k = 20, =
0.8, = 20) yielding § = 333 bits with F &~ 650ms, and (k = 40, = 0.75, 8 = 10) yielding
S = 225 bits with F = 400ms.

7 Implementation

7.1 Architecture Overview

The Lux consensus engine is implemented in Go as part of the Lux node software. The imple-
mentation consists of four primary components:

1. Sampler: Selects k validators from the active validator set using weighted uniform sam-
pling proportional to stake weight.

2. Querier: Manages concurrent query sessions with connection pooling and timeout han-
dling.

3. Preference Engine: Maintains per-conflict-set Wave state (confidence counters, prefer-
ence, finalization status).

4. DAG Manager: Tracks transaction ancestry relationships and manages acceptance prop-
agation.
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7.2 Networking

Query messages are sent over persistent gRPC connections with TLS 1.3. The protocol uses a
push-pull gossip model: new transactions are pushed to neighbors, while preference queries are
explicit request-response interactions.

Connection management uses a gossip overlay with O(log n) degree: each validator maintains

[logy | outbound connections. The sampler draws from the full validator set by routing through
this overlay when direct connections are unavailable.

7.3 Transaction Pipeline

type LuxEngine struct {

validators ValidatorSet

sampler Sampler

dag TransactionDAG

wave map [ConflictID]*WaveState

type WaveState struct {

3

preference TransactionID
lastChoice TransactionID
confidence map[TransactionID]int
consecutive int

decided bool

func (e *LuxEngine) QueryRound (tx TransactionID) error {

conflict := e.dag.ConflictSet (tx)
state := e.wave[conflict.ID]
if state == nil || state.decided {
return nil
}
sample := e.sampler.Sample(k, e.validators)
votes := make (map[TransactionID]int)
var wg sync.WaitGroup
var mu sync.Mutex
for _, v := range sample {
wg . Add (1)
go func(validator Validator) {
defer wg.Done()
resp, err := e.querier.Query(validator, conflict)
if err == nil {
mu.Lock ()
votes [resp]++
mu.Unlock ()
}
Y (v)
}
wg.Wait ()
winner, count := maxVote(votes)
if count >= int(alpha * float64(k)) {
state.confidence [winner]++
if state.confidence[winner] > state.confidence[state.preference

1 {
state.preference = winner
}
if winner == state.lastChoice {
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state.consecutive++

} else {
state.lastChoice = winner
state.consecutive = 1

}

if state.consecutive >= beta {
e.finalize(conflict, state.preference)
}
}

return nil

Listing 1: Core Lux preference query handler

7.4 Stake-Weighted Sampling

Lux uses stake-weighted sampling. The probability that validator v is selected is:

Wy

Pr[’u S S] = ﬁ
ue u

(11)
The implementation uses a cumulative distribution function (CDF) array sorted by stake

weight, enabling O(logn) binary search per sample draw. For k samples, total sampling cost is
O(klogn).

7.5 Validator Set Management

The active validator set is managed by the platform chain (P-Chain). Validators stake LUX
tokens and register with the P-Chain. Validator set changes are handled gracefully: if a validator
goes offline, queries to that validator timeout and the sample is considered of reduced size k' < k,
with the supermajority threshold scaled: o/ = [ak]|/K .

7.6 Optimizations

Several engineering optimizations improve practical performance:

e Batch queries: Multiple conflict sets are queried in a single network round-trip.

e Early termination: If ak responses arrive before all k, the round can terminate early
with the current supermajority.

e Pipelined rounds: Round r + 1 begins before all responses from round r arrive, with
late responses applied retroactively.

e Virtuous frontier: Non-conflicting transactions bypass the Wave mechanism entirely
and are accepted as soon as their ancestors are accepted.

8 Evaluation

8.1 Experimental Setup

We evaluated Lux Consensus on a global testnet of 1,000 validators distributed across five
regions: North America (300), Europe (250), Asia-Pacific (300), South America (100), and
Africa (50). Validators ran on commodity hardware (16 cores, 32 GB RAM, 1 Gbps network).
Mean inter-region latency: 30ms (intra-region) to 280ms (NA to APAC).

Byzantine behavior was injected in up to 330 validators (33%) using worst-case strategies.
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Table 2: Lux Consensus throughput under various conditions

Configuration TPS Median Finality p99 Finality
1,000 nodes, 0% Byzantine 6,200 580ms 920ms
1,000 nodes, 10% Byzantine 5,800 620ms 980ms
1,000 nodes, 33% Byzantine 4,500 650ms 1,100ms
500 nodes, 33% Byzantine 4,100 510ms 850ms

100 nodes, 33% Byzantine 3,800 380ms 620ms
2,000 nodes, 0% Byzantine 5,900 710ms 1,150ms
2,000 nodes, 33% Byzantine 4,200 780ms 1,280ms

8.2 Throughput Results

The DAG structure enables parallelism: non-conflicting transactions are queried simultaneously,
and throughput scales with DAG width rather than being limited by a single chain.

8.3 Finality Latency Distribution

Finality latency follows a log-normal distribution, with median 650ms and p99 1,100ms under
33% Byzantine conditions. The tail arises from cross-region RTT variance.

8.4 Comparison with Alternative Protocols

Table 3: Protocol comparison at 1,000 validators

Protocol TPS Finality Msg/Decision Byzantine Limit
Lux 4,500 650ms O(kn) f<n/3
HotStuff 1,200 300ms O(n) f<n/3
Tendermint 800 500ms O(n?) f<n/3
Ethereum 2.0 350 12,000ms O(n?) f<n/3
Bitcoin (PoW) 7 3,600,000ms  O(n) f<n/2
Narwhal-Tusk ~ 130,000"  2,000ms O(n) f<n/3

tNarwhal throughput includes mempool optimization; finality requires additional ordering
layer.

Lux achieves the highest throughput among comparable BFT protocols. HotStuff achieves
lower single-decision latency but is limited by its leader-based architecture and view-change
overhead under Byzantine leaders.

8.5 Impact of Byzantine Strategies

e Always-minority: Byzantine nodes respond with the minority color. Impact: 10-15%
throughput reduction, 20% latency increase.

e Eclipsing: Byzantine nodes attempt to route queries to themselves. Impact: Ineffective
due to randomized stake-weighted sampling.

e Preference cycling: Byzantine nodes cycle preferences each round. Impact: 25%
throughput reduction, 40% latency increase at 33% Byzantine.

e Selective delay: Byzantine nodes delay responses to maximize timeout rate. Impact:
15% throughput reduction; adaptive threshold compensates.
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8.6 Scalability

We measured throughput as a function of validator count from 100 to 5,000 nodes:

Table 4: Scalability with increasing validator count (0% Byzantine)

Validators TPS  Median Finality Messages/Decision
100 5,200 320ms 2,000

500 5,800 480ms 10,000

1,000 6,200 580ms 20,000

2,000 5,900 710ms 40,000

5,000 5,400 920ms 100,000

Throughput remains stable because the sample size k is constant regardless of n. Latency

increases logarithmically with n due to convergence time O(logn).

8.7 Fault Recovery

Network partitions of 5-30 seconds were simulated by dropping cross-region messages. After
partition healing, the network recovered within 2A + O(f) rounds. No safety violations were

observed across 10,000 partition events.

9 Security Considerations

9.1 Long-Range Attacks

Lux is immune to long-range attacks because finality is based on the live stake distribution at
the time of validation. An attacker cannot rewrite history without controlling the staking keys
at the original validation time. Unlike Nakamoto consensus, old private keys cannot generate

alternative histories.

9.2 Eclipse Attacks

Lux mitigates eclipse attacks through:

1. Randomized peer selection with VRF-based self-certification

2. Diverse outbound connections across geographic regions

3. IP diversity requirements: the P-Chain limits validators per /24 prefix
4.

Stake-weighted sampling ensures economic cost for eclipsing high-stake validators

9.3 Sybil Attacks

Sybil resistance is provided by Proof-of-Stake: creating validators requires staking LUX. The
minimum stake of 2,000 LUX sets a floor proportional to market price. For a 33% attack at
current valuations, the cost exceeds $100 million USD.

9.4 Timing Attacks

An adversary may delay messages to disrupt the consecutive counter. After GST, delays are
bounded by A. Before GST, the adversary can stall progress but cannot cause safety violations,

since all honest nodes remain in the same metastable state.
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9.5 Grinding Attacks on VRF Tie-Breaking

An adversary controlling multiple VRF keys could attempt to “grind” favorable tie-breaking
outcomes by choosing which keys to use. Since the VRF input includes the round number
(committed before key selection), and VRF outputs are deterministic per key, the adversary’s
advantage is limited to choosing among f possible outputs, providing at most log, f bits of
advantage. For f = n/3 a 333, this is &~ 8.4 bits, negligible compared to the fkD(al|1—«) ~ 333
bits of security margin.

9.6 Adaptive Adversaries

Our security model assumes a static adversary. Against an adaptive adversary that can corrupt
validators during execution, the protocol’s security depends on the corruption delay d.. If
0c > B+ Around, the adversary cannot corrupt enough validators within a finalization window to
violate safety. We leave formal analysis of adaptive adversaries to future work.

10 Formal Verification

We have mechanized the core safety, liveness, and cryptographic properties of the Lux consen-
sus protocol family in the Lean 4 interactive theorem prover [29], using the Mathlib library
(v4.14.0) [30] for foundational mathematics. The formalization covers all twelve Lux protocol
components and four cryptographic primitives, producing 36 machine-checked theorems and 27
axioms across 18 source files. The complete proof development is publicly available[]

10.1 Scope and Methodology

The formal development is organized into four libraries, following the modular architecture of
the Lux implementation:

1. Consensus: Core safety, liveness, and BFT threshold properties (3 files, 10 statements).

2. Protocol: Models of all nine protocol components—Wave, Flare, Ray, Field, Quasar,
Nova, Nebula, Photon, Prism (9 files, 24 statements).

3. Crypto: Axiomatization of BLS, FROST, Pulsar, and ML-DSA (4 files, 20 statements).
4. Warp: Cross-chain delivery and causal ordering guarantees (2 files, 9 statements).

Each protocol component is modeled as a state machine with explicit transition functions,
mirroring the Go implementation. Axioms are used to encapsulate cryptographic hardness
assumptions (e.g., bilinear pairings for BLS, discrete logarithm for FROST, LWE for Pulsar) and
probabilistic sampling properties that are established by independent cryptographic arguments.

10.2 BFT Threshold Theorems

The Byzantine fault tolerance threshold f < n/3 is formalized through five theorems that
establish the structural arithmetic underpinning all Lux consensus modes.

Theorem 10.1 (Quorum Intersection (Lean: Consensus.BFT.quorum_intersection)). Forn
validators with f < n/3 Byzantine, any two quorums qi,q2 > 2n/3 satisfy ¢ +q2 >n+ f.

This guarantees that any two supermajority quorums share at least one honest validator,
which is the foundation of BFT safety. The Lean proof is completed by the omega tactic (linear
arithmetic decision procedure).

"https://github.com/luxfi/formal
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Theorem 10.2 (Honest Majority Sufficiency (Lean: Consensus.BFT.honest majority_sufficient)).
With n = 3f + 1 validators, the honest count 2f +1 > 2(3f +1)/3.

Theorem 10.3 (Unique Alpha Threshold (Lean: Consensus.BFT.unique_alpha_threshold)).
For sample size k and threshold oo > 2k /3, two distinct values cannot both receive > a votes in
the same round, since v + vy > k.

This theorem mechanizes the argument from Section [5} the supermajority threshold ensures
that at most one value can exceed « in any single query round.

Theorem 10.4 (Certificate Quorum Overlap (Lean: Consensus.BFT.certificate_quorum_overlap)).
For 3f < n, any two certificates of size > 2f 4+ 1 satisfy cert; + certa > n.

Theorem 10.5 (BFT Intersection (Lean: Consensus.BFT.bft_intersection)). Two sets of
size 2f + 1 from n = 3f 4+ 1 validators overlap by at least f + 1 members: 2(2f +1) > n+ f.

All five BFT theorems are fully proved (no sorry) using Lean’s omega decision procedure
for linear arithmetic over natural numbers.

10.3 Safety and Liveness

The main consensus correctness theorems formalize the arguments of Section

Theorem 10.6 (Safety (Lean: Consensus.safety)). If two honest nodes i, j both finalize values
vy, vy Tespectively, and the honest count exceeds 2f, and o > 2k/3, then vi = vs.

The proof relies on two axioms that capture protocol invariants verified at the implementa-
tion level:
e finalized preference_stable: Once a node finalizes, its preference is immutable across
all future rounds. This corresponds to the early-return guard in wave.go:98--102.
e unique_threshold: At most one value can achieve a-threshold in a round when honest
nodes dominate. This follows from Theorem [I0.3

Theorem 10.7 (Liveness (Lean: Consensus.Liveness.liveness)). Under partial synchrony,
if round o is synchronous, the honest count exceeds 2f, and honest nodes preferring v exceed
«, then there exist a round r < ro+ B8+ 9 and a node i such that i is honest and has finalized v.

The liveness proof depends on three axioms modeling the partial synchrony assumption:

e post_gst_delivery: After GST, messages between honest nodes arrive within § rounds.

e honest_sample dominance: After GST, honest majority preference propagates across
rounds.

e confidence_accumulation: Under honest majority and synchrony, confidence counters
increment monotonically.

10.4 Protocol Component Verification

Each of the nine protocol components is formalized as a state machine with transition functions
and invariant theorems.

Wave (threshold voting engine). The Wave model formalizes the core voting loop. The
step function Protocol.Wave.step mirrors wave.go:Tick, encoding the confidence counter
increment, preference flipping, and finalization logic. Three theorems are fully proved:
e decided_is_stable: Once decided = true, the step function returns the same state for
any round result.
e confidence monotone_on match: When the threshold is met and matches the current
preference, confidence increments by exactly one.
e finalization_after_beta: When confidence reaches (3, the item transitions to the de-
cided state.
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Table 5: Formal verification coverage by protocol component

Component Theorems Axioms Key Properties

Wave 3 0 Decision stability, confidence monotonicity, finalization
Flare 3 0 Cert/skip exclusivity, honest support, classification totality
Ray 3 0 Prefix ordering, no-gaps, monotonicity

Field 2 0 Consistent cut preservation, committed set monotonicity
Quasar 3 1 Height monotonicity, BLS quorum, dual-signature finality
Nova 1 0 Height strictly increasing

Nebula 1 0 Committed set monotonicity

Photon 2 0 Selection frequency, committee size

Prism 1 2 Fisher-Yates uniformity, prefix-k£ uniformity

Flare (DAG commit rule). The Flare model formalizes the certificate and skip classification
from core/dag/flare.go. The key result is:

Theorem 10.8 (Certificate-Skip Exclusivity (Lean: Protocol.Flare.cert_skip_exclusive)).
For 3f < n, a proposer vertex cannot simultaneously hold a certificate (> 2f + 1 support) and
a skip (> 2f + 1 non-support).

The proof proceeds by contradiction: if both held, total votes > 2(2f + 1) = 4f + 2, but
total votes <n < 3f+1<4f+2for f > 0.

Field (DAG consensus driver). Field formalizes the consistent cut property for DAG com-
mits. The ancestry relation is defined inductively, and a consistent cut is a downward-closed
set under ancestry. The theorem committed_is_consistent_cut establishes that the commit
operation preserves this invariant.

Quasar (quantum finality engine). The Quasar model captures the dual BLS + Pulsar
signature requirement for quantum-resistant finality:

Theorem 10.9 (Quantum Finality Requires Both Signatures (Lean: Protocol.Quasar.quantum finality re.
A wvalid quantum signature isValidQuantumSig(qs) = true implies both qs.bls.valid = true
and qs.corona.valid = true.

10.5 Cryptographic Axiomatization

Cryptographic primitives are axiomatized rather than fully proved, following standard practice
in formal verification of distributed protocols [31]. The axioms encapsulate hardness assump-
tions that are established by independent cryptographic reductions.

BLS signatures. The BLS formalization introduces abstract types G1, G2, G for the pairing
groups, and axiomatizes the bilinear pairing e : G; X Go — G with left and right bilinearity:

6(0, + b, C) = e(a7 C) ’ 6(b, C) (12)
6(@, b+ C) = e(a7 b) ’ e(a7 C) (13)
From these axioms, the aggregation soundness theorem is derived constructively:

Theorem 10.10 (BLS Aggregation Soundness (Lean: Crypto.BLS.aggregate_two_sound)).
If verify(s1) < e(o1,92) = e(m, pky) and verify(s2) < e(o2,92) = e(m, pky) for the same
message m, then e(o1 + o2, go) = e(m, pky + pky).

The proof chains the bilinearity axioms and with the individual verification equa-
tions, corresponding directly to the BLS aggregate verification in quasar/bls.go.
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FROST threshold signatures. FROST (Flexible Round-Optimized Schnorr Threshold [33])
is axiomatized with correctness and unforgeability:
e frost_correctness: If > ¢ honest participants execute the protocol, a valid Schnorr
signature is produced.
e frost_unforgeability: With < ¢ compromised shares, no valid signature can be forged
(random oracle model, discrete logarithm assumption).

Pulsar post-quantum signatures. The Pulsar lattice-based threshold scheme is axioma-
tized with LWE parameters (njye = 630, ¢ = 232, 0 ~ 13,744) providing 128-bit post-quantum
security:
e corona_correctness: Valid threshold execution produces a verifiable signature.
e corona_pq-unforgeability: Under the LWE hardness assumption, quantum adversaries
cannot forge with fewer than ¢ shares.
e noise_bound_correct (proved): Gaussian noise within ¢/4 is strictly less than ¢, ensuring
correct decryption.

ML-DSA (FIPS 204). The NIST post-quantum signature standard is axiomatized with:
e mldsa correctness: Sign-then-verify always succeeds for valid key pairs.
e mldsa euf cma: Existential unforgeability under chosen-message attack (Module-LWE
hardness).
e sig size bounded (proved): All ML-DSA security levels produce signatures < 5,000
bytes.

10.6 Warp Cross-Chain Delivery

The Warp messaging protocol is formalized with four delivery theorems and two ordering the-
orems, establishing exactly-once causal delivery.

Theorem 10.11 (No Replay (Lean: Warp.Delivery.no_replay)). If a message nonce has been
processed (nonce € processedNonces), the message is rejected: processMessage(s,msg) =
none.

Theorem 10.12 (Authenticity (Lean: Warp.Delivery.authenticity)). If msg.sigValid =
false, then processMessage(s, msg) = none.

Theorem 10.13 (Valid Delivery (Lean: Warp.Delivery.valid message_succeeds)). Ifmsg.sigValid =
true and nonce ¢ processedNonces, then 3s', processMessage(s, msg) = some s'.

Together, these three theorems establish exactly-once delivery semantics: every valid mes-
sage is accepted exactly once. The ordering module additionally proves version monotonicity
(version monotone) and stale-version rejection (stale_rejected), guaranteeing causal order-
ing of cross-chain settings updates.

10.7 Proof Status and Completeness

Of the 36 theorems in the development, 33 are fully proved (the proof term type-checks in
Lean 4 without sorry). Three theorems carry sorry annotations, indicating that the proof
obligation is stated but the inductive argument is deferred:

1. Consensus.safety: The full proof requires round-indexed state traces and induction

over the B-length confirmation window. The core combinatorial argument (unique alpha
threshold) is fully proved.
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2. Consensus.Liveness.liveness: Requires induction on 8 under the partial synchrony
axioms. The supporting axioms are stated precisely.

3. Protocol.Ray.decided_is _prefix: Requires induction over the decideNext step se-
quence.

All 27 axioms are explicitly documented with their cryptographic or system-model justi-
fication. No axiom introduces logical inconsistency; each is either a standard cryptographic
assumption (bilinearity, LWE hardness, random oracle model) or a system-model postulate
(partial synchrony, honest majority).

Table 6: Summary of formal verification results

Category Proved (no sorry) With sorry
BFT threshold 5 0
Safety & liveness 1 2
Protocol components 19 1
Cryptographic 8 0
Warp delivery 6 0
Total theorems 33 3
Axioms (assumptions) 27

10.8 Relationship to Paper Proofs

The mechanized theorems serve two roles. First, they independently verify the algebraic and
arithmetic arguments presented in Sections [5] and [9}—in particular, the BFT threshold arith-
metic (Theorem , the unique-threshold argument underlying safety (Theorem , and the
quorum intersection property. Second, they formalize protocol-level invariants (decision stabil-
ity, confidence monotonicity, consistent cuts) that are implicit in the prose proofs but critical
for correctness of the implementation.

The axiomatization of cryptographic primitives is standard practice: formal verification of
BLS pairing correctness or LWE hardness would require formalization of elliptic curve arith-
metic or lattice reduction algorithms, which is outside the scope of a consensus protocol veri-
fication effort. The axioms we state are precisely the properties assumed by the protocol and
independently established by the cryptographic literature [32] [33], 34].

11 Conclusion

We have presented Lux Consensus, a physics-inspired metastable blockchain consensus protocol
that achieves:

e 4,500+ TPS throughput through DAG-based parallel transaction processing
650ms median finality on a globally distributed 1,000-node network
Byzantine fault tolerance up to f < n/3 validators
O(kn) message complexity independent of concurrent decisions
Formal safety and liveness guarantees proven under partial synchrony
Machine-checked proofs in Lean 4 covering all 12 protocol components, 4 cryptographic
primitives, and cross-chain delivery (36 theorems, 33 fully proved)

The Wave-family foundation provides a qualitatively different approach to Byzantine con-
sensus: rather than explicit quorums and leader election, Lux achieves agreement through
emergent majority amplification. This yields: no designated leader (no view-change stalls),
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parallelism across conflict sets (DAG throughput), and graceful degradation under Byzantine
behavior (throughput reduction without safety violations).

The physics analogy to metastable phase transitions is not merely aesthetic: it provides gen-
uine insight into the protocol’s dynamics. Just as a supercooled liquid rapidly crystallizes when
nucleated, Lux’s repeated sampling rapidly amplifies any initial majority preference into con-
sensus. The mathematical machinery of phase transitions and large deviation theory provides
sharp bounds on convergence and safety.

The formal verification effort described in Section [10| provides machine-checked confidence in
the core protocol invariants, with 33 of 36 theorems fully proved in Lean 4. Future work includes:
(1) completing the three remaining sorry-annotated proofs via round-indexed induction, (2)
adaptive parameter tuning based on real-time network conditions, (3) analysis under adaptive
Byzantine adversaries, and (4) extension to multi-value consensus beyond binary conflict sets.
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