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Abstract

The transition to Web3 requires a fundamental reimagining of identity and access man-
agement (IAM) systems. Traditional centralized identity providers create single points of
failure and privacy concerns incompatible with blockchain principles. This paper presents
Lux.id, an IAM solution that bridges Web2 and Web3 identity models. Built on the Casdoor
framework and enhanced with blockchain-native features, Lux.id provides multi-protocol
authentication support (OAuth 2.0, OpenlD Connect, SAML 2.0, LDAP, RADIUS), ad-
vanced security features (WebAuthn, TOTP, MFA), and native integration with decentral-
ized identity primitives. We demonstrate how Lux.id achieves sub-100ms authentication
latency while maintaining 99.9% availability, supporting both traditional enterprise require-
ments and emerging Web3 use cases including wallet-based authentication, DID support,
and NFT-gated access control. Our system architecture enables organizations to gradually
transition from centralized to decentralized identity models while maintaining backward
compatibility with existing infrastructure.

1 Introduction

The proliferation of blockchain technology and decentralized applications (dApps) has created
new challenges for identity and access management. Traditional IAM systems, designed for
centralized architectures, struggle to accommodate the unique requirements of Web3 ecosystems:
self-sovereign identity, cryptographic authentication, cross-chain interoperability, and privacy
preservation.

Current Web3 authentication approaches suffer from fragmentation. Users must manage
separate identities across different blockchains, dApps rely on wallet signatures without proper
session management, and enterprises cannot integrate blockchain identities with existing IAM
infrastructure. This fragmentation creates security vulnerabilities, poor user experience, and
barriers to institutional adoption.

Lux.id addresses these challenges through a unified IAM platform that bridges traditional
and decentralized identity models. Our system provides:

e Multi-protocol support: Native implementation of OAuth 2.0, OpenID Connect (OIDC),
SAML 2.0, CAS, LDAP, and RADIUS protocols

e Advanced authentication: WebAuthn for passwordless login, TOTP for time-based
authentication, configurable MFA support

e Blockchain integration: Wallet-based authentication, DID support, NFT-gated access,
and on-chain identity verification

e Enterprise readiness: RBAC/ABAC authorization, audit logging, compliance features,
and high availability

e Performance: Sub-100ms authentication latency with horizontal scalability

The remainder of this paper is organized as follows: Section 2 discusses the Casdoor foun-
dation and architectural decisions. Section 3 details our multi-protocol authentication support.
Section 4 covers advanced security features. Section 5 presents blockchain identity integration.
Section 6 describes user management capabilities. Section 7 explains integration with the Lux
ecosystem. Section 8 provides technical architecture details. Section 9 analyzes security archi-
tecture. Section 10 addresses privacy and compliance. Section 11 presents performance metrics.
Section 12 concludes with future directions.



2 Casdoor Foundation

2.1 Architectural Decision

Lux.id is built upon Casdoor, an open-source IAM platform written in Go. This decision was
driven by several factors:

1. Protocol completeness: Casdoor provides mature implementations of essential authen-
tication protocols

2. Performance: Go’s compiled nature and efficient concurrency model enable high-throughput
authentication

3. Extensibility: Plugin architecture allows addition of blockchain-specific features

4. Multi-tenancy: Native support for organizational isolation critical for enterprise deploy-
ment

5. Active development: Vibrant open-source community ensures continuous improvement

2.2 Multi-Tenancy Architecture

Lux.id implements hierarchical multi-tenancy:

Tenant; = {Org;, Apps;, Users;, Policies; } (1)
Where each tenant maintains isolated:
e Organizations (Org;): Logical groupings of users
e Applications (Apps;): Protected resources and services
e Users (Users;): Identity principals

e Policies (Policies;): Access control rules

2.3 Extensibility Framework

The extension mechanism follows a provider pattern:

I type Provider interface {
2 Authenticate(credentials interface{}) (*User, error)
Authorize (user *User, resource string) bool
| GetUserInfo (token string) (xUserInfo, error)

5 }
This allows integration of new authentication methods including blockchain wallets, zero-
knowledge proofs, and biometric systems.

3 Multi-Protocol Support

3.1 OAuth 2.0 Implementation

Lux.id implements the complete OAuth 2.0 specification (RFC 6749) with support for all stan-
dard grant types:

3.1.1 Authorization Code Flow

The authorization code flow follows the standard OAuth 2.0 sequence:
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Figure 1: OAuth 2.0 Authorization Code Flow
3.1.2 PKCE Enhancement
For public clients, we implement Proof Key for Code Exchange (RFC 7636):

challenge = BASE64URL(SHA256(verifier)) (2)

This prevents authorization code interception attacks in mobile and single-page applications.

3.1.3 Token Management

Access tokens use JWT format with custom claims:

{
7iss”: ”https://id.lux.network”,
?sub”: ”user:1237,
7aud” : 7app:trading”,
7exp”: 1735689600,
7iat”: 1735686000,
?scope”: "read:portfolio write:orders”,
?wallet”: 70x742d35Cc6634C0532925a3b844Bc9e7595f0bEb” |
7did”: 7did:1lux:1234567890abcdef”
}

3.2 OpenlD Connect (OIDC)
Built atop OAuth 2.0, our OIDC implementation adds identity layer capabilities:

3.2.1 ID Token Structure

ID tokens contain authenticated identity claims:

ID Token = Header.Claims.Signature (3)
Where claims include standard OIDC attributes plus blockchain-specific fields:
e wallet_addresses: Array of connected blockchain addresses
e ens name: Ethereum Name Service identifier
e nft _holdings: Relevant NFT collections for access control

e reputation_score: On-chain reputation metrics
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3.2.2 Discovery and Dynamic Registration

Lux.id exposes standard OIDC discovery endpoint:
GET /.well—known/openid—configuration

{

7issuer”: ”https://id.lux.network”,

7authorization_endpoint”: "https://id.lux.network/oauth/authorize”
”token_endpoint”: ”https://id.lux.network/oauth/token”
?userinfo_endpoint”: ”https://id.lux.network/oauth/userinfo”,
7?jwks_uri”: "https://id.lux.network /. well—known/jwks.json”,
7?supported_claims”: [?sub”, ”name”, ”email”, ”?wallet”, 7did”]

3.3 SAML 2.0

For enterprise integration, Lux.id implements SAML 2.0 with support for:

3.3.1 Assertion Structure

SAML assertions include both standard and custom attributes:

<saml:Assertion>
<saml:Subject>

<saml:NamelID Format="urn:oasis:names:tc:SAML:2.0:nameid—format:persistent”>

user@lux . network
</saml:NameID>
</saml:Subject>
<saml:AttributeStatement>
<saml:Attribute Name=" wallet”>
<saml:AttributeValue>0x742d35Cc...</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="role”>
<saml:AttributeValue>validator</saml:AttributeValue>
</saml:Attribute>
</saml:AttributeStatement>

5 </saml:Assertion>

3.3.2 Signature Verification

All assertions are signed using XML Digital Signature:

Signature = RSA-SHA256(Canonicalized (Assertion), PrivateKey)

3.4 LDAP/Active Directory Integration

Lux.id provides LDAP server functionality for legacy system integration:

# LDAP Search Example

ldapsearch —x —H ldap://id.lux.network:389 \
—D 7 cn=admin , dc=lux , dc=network” \
~-W —b ”?dc=lux ,dc=network” \
?(objectClass=person)”

The LDAP schema is extended with blockchain attributes:

attributetype ( 1.3.6.1.4.1.12345.1.1
NAME ’luxWalletAddress’
DESC ’Blockchain wallet address’
EQUALITY caselgnoreMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )



3.5 RADIUS Protocol
For network access authentication, Lux.id implements RADIUS (RFC 2865):

Response = MD5(Code||ID||Length||Request Auth|| Attributes||Secret) (5)

This enables blockchain-authenticated network access for validators and infrastructure.

4 Advanced Security Features

4.1 WebAuthn Implementation
Lux.id implements WebAuthn for passwordless authentication using FIDO2 security keys:

4.1.1 Registration Ceremony
The registration process creates a public key credential:

1. Server generates challenge: ¢ = random(32)
2. Client creates credential: (pk, sk) = KeyGen()
3. Authenticator signs: o = Sign(sk, c||rpIdHash||flags)

4. Server stores: {uid, pk,credentialld}

4.1.2 Authentication Ceremony

Authentication verifies possession of private key:
Verify (pk, o, c||[rpIdHash||counter) L true (6)

4.2 TOTP Implementation
Time-based One-Time Passwords follow RFC 6238:

TOTP(K,T) = HOTP(K, LT ;(TO 1) (7)

Where:
e K = shared secret key
e 1" = current Unix timestamp
e T = Unix epoch (0)
e X = time step (30 seconds)
The HOTP function is defined as:

HOTP(K, C)) = Truncate(HMAC-SHA1(K, C)) mod 10¢ (8)
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Factor Type Methods Security Level
Something you know | Password, PIN Low

Something you have | TOTP, SMS, Hardware Key | Medium
Something you are Biometrics, Face ID High

Something you own | NFT, Wallet Signature High

Table 1: MFA Factor Types and Security Levels

4.3 Multi-Factor Authentication

Lux.id supports flexible MFA combinations:
The authentication score is calculated:

AuthScore = Z w; + fi

i=1

Where w; is the weight of factor ¢ and f; € {0, 1} indicates factor verification.

4.4 Passkeys Support

Lux.id implements passkeys following the FIDO Alliance specifications, enabling:

e Platform authenticators (Touch ID, Face ID, Windows Hello)

e Cross-platform authenticators (YubiKey, Titan)

e Synced passkeys (iCloud Keychain, Google Password Manager)

4.5 Biometric Authentication

Biometric authentication uses device-native capabilities:

const credential = await navigator.credentials.create ({

publicKey: {

challenge: new Uint8Array (32),

rp: { name: ”"Lux Network”, id:

user: {

id: Uint8Array.from (userld),
name: ”user@lux.network” ,

displayName: ”Lux User”

} )

authenticatorSelection: {
authenticatorAttachment :

"platform?” |

userVerification: ”"required”

7lux . network” 1},

5 Blockchain Identity Integration

5.1 Wallet Connection

Lux.id integrates with major wallet providers through standardized interfaces:
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5.1.1 EIP-1193 Provider Interface

const accounts = await window.ethereum.request ({
method: ’eth_requestAccounts’

1)

const signature = await window.ethereum.request ({
method: ’personal_sign ’,
params: [message, accounts[0]]

IOF

5.1.2 Signature Verification

Wallet signatures are verified server-side:

Address = ecrecover(hash(message), v, T, s)

Where (v, 7, s) are ECDSA signature components.

5.2 Decentralized Identifiers (DIDs)

Lux.id implements DID methods conforming to W3C specifications:

5.2.1 DID Document Structure

”@context”: [”https://www.w3.org/ns/did/v1”],
7id”: 7did:1lux:1234567890abcdef”
7verificationMethod”: [{
7id”: 7did :1ux:1234567890 abcdef#keys—17,
7type”: "EcdsaSecp256klVerificationKey2019” |
?controller”: 7did:lux:1234567890abcdef”
?publicKeyHex” : 704f3c¢7d7...7
}} )
7authentication”: [”did:lux:1234567890abcdef#keys—17],
Vservice”: [{
7type”: "IdentityHub”
7?serviceEndpoint”: "https://id.lux.network/did/”
3
}

5.2.2 DID Resolution

DID resolution follows the universal resolver pattern:

resolve(did:lux:xyz) — DIDDocument

5.3 On-chain Identity Verification

Lux.id verifies on-chain identity attributes:

contract IdentityVerifier {
mapping (address => bytes32) public identityHashes;

function verifyldentity (
address user,
bytes32 attributeHash ,
bytes memory signature

) public view returns (bool) {

(11)



bytes32 messageHash = keccak256 (
abi.encodePacked (user, attributeHash)

)
address signer = ECDSA.recover (messageHash, signature);
return signer — user && identityHashes[user] =— attributeHash

5.4 NFT-Based Access Control

Access control based on NFT ownership:

1 function hasAccess(address user, uint256 tokenld) public view returns (bool) {

2

3}

return nftContract.ownerOf(tokenld) = user;

5.5 Soulbound Tokens for Reputation

Non-transferable tokens represent reputation:

1 contract SoulboundToken is ERCT721 {
function _beforeTokenTransfer (

6

)

address from,
address to,
uint256 tokenld
internal override {
require (from = address(0), ”?Token is soulbound”);
super . _beforeTokenTransfer (from, to, tokenld);

User Management

6.1 User Registration Flows

Lux.id supports multiple registration patterns:

1.

Traditional: Email/password with verification

. Social: OAuth providers (Google, GitHub, Twitter)
. Wallet: Direct blockchain wallet connection

. Federated: SAML/OIDC from enterprise IdP

Hybrid: Wallet + email for recovery

6.2 Profile Management

User profiles combine Web2 and Web3 attributes:

1

2

7id” : "user —1237,
”email”: 7user@lux.network”,
Pwallets”: |

{

} )

”chain”: ”ethereum?” ,
7address”: 70x742d35Cc...",
7ens”: ”user.eth”
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”chain”: 7lux”,

7address”: ”luxlqpz3a...”

}

)
?credentials”: {
?webauthn”: [”credentialldl”, ”credentialld2”],
"totp”: true
}’
Pattributes”: {
?kyc_verified”: true,
”validator_status”: "active”

6.3 Role-Based Access Control (RBAC)
RBAC implementation follows NIST model:

W N e

Permission = Role x Operation x Resource

Role hierarchy example:

Admin
+— Manager

+— Validator
+— Developer

5 +—— Auditor

6

+— ReadOnly

6.4 Attribute-Based Access Control (ABAC)

ABAC enables fine-grained access control:

{

?policy”: ”allow”,

?conditions”: |
{”attribute”: ”"department”, ”"operator”: “equals”, ”value”: ”trading”},
{7 attribute”: ”clearance”, "operator”: ">=", "value”: 3},
{7 attribute”: ”"nft.balance”, "operator”: ”>", 7value”: 0}

I
resource”: ”/api/trading/advanced” ,
7actions”: ["read”, "write”]

7 Integration with Lux Ecosystem

7.1 Lux Node Authentication

Validator authentication for Lux blockchain nodes:
1 type ValidatorAuth struct {

6 }

NodeID string ‘json:”node_id” ¢
ValidatorAddr string ‘json:”validator_address”‘
Signature []byte ‘json:”signature”
Timestamp int64 ‘json:”timestamp”

s func (v xValidatorAuth) Verify () bool {

message := fmt.Sprintf("%s:%d”, v.NodeIlD, v.Timestamp)
return crypto. VerifySignature(v.ValidatorAddr, message, v.Signature)

10

(12)
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7.2 Lux Wallet Integration

Wallet authentication flow:
1. Wallet requests authentication nonce
2. Lux.id generates challenge: ¢ = H (nonce|[timestamp)
3. Wallet signs: o = Signg.(c)

4. Lux.id verifies and issues session token

7.3 Lux Bridge Access Control

Cross-chain bridge requires multi-signature authentication:

BridgeAuth = /\ Verify(pk;, 05, txHash)
i=1
Where n is the required signature threshold.
7.4 Lux Exchange Authentication

Trading platform integration with risk-based authentication:

RiskScore = w; - IPRisk + wy - DeviceRisk + w3 - BehaviorRisk

High-risk actions trigger additional authentication factors.

7.5 Lux.market User Profiles

NFT marketplace profiles with on-chain reputation:

struct MarketProfile {
address user;
uint256 totalVolume;
uint256 successfulTrades;
uint256 disputesResolved;
uint256 reputationScore;

8 Technical Architecture

8.1 System Components

Lux.id architecture consists of:

8.2 Backend Implementation

The Go backend uses:
e Gin Framework: High-performance HTTP router
e GORM: Object-relational mapping
e go-redis: Redis client for session management

jwt-go: JWT token generation and validation

crypto/ecdsa: Elliptic curve cryptography

11

(13)

(14)
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Figure 2: Lux.id System Architecture

8.3 Database Schema

Core tables structure:
CREATE TABLE users (

IE

IE

id VARCHAR(255) PRIMARY KEY,
owner VARCHAR(100) ,

name VARCHAR(100) ,

email VARCHAR(100) ,
password_hash VARCHAR(100) ,
wallet_address VARCHAR(42) ,
did VARCHAR(255) ,
created_time TIMESTAMP,
updated_time TIMESTAMP

3 CREATE TABLE sessions (

id VARCHAR(255) PRIMARY KEY,
user_id VARCHAR(255),

token VARCHAR(500) ,
expires_at TIMESTAMP,
ip_address VARCHAR(45),
user_agent TEXT

CREATE TABLE permissions (

) g

id VARCHAR(255) PRIMARY KEY,
role_id VARCHAR(255) ,
resource VARCHAR(255) ,
action VARCHAR(50),

effect VARCHAR(10)

8.4 Caching Strategy

Redis caching for performance:

type CacheManager struct {

client *redis.Client
ttl time . Duration

12
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func (c *CacheManager) GetUser(id string) (*User, error) {

key := fmt.Sprintf(”user:%s”, id)

// Try cache first
val, err := c.client.Get(ctx, key).Result()
if err = nil {
var user User
json .Unmarshal ([] byte(val), &user)
return &user , nil

}

// Fetch from database
user := fetchUserFromDB(id)

// Update cache
data, - := json.Marshal(user)

c.client .Set (ctx, key, data, c.ttl)

return user, nil

8.5 API Design

RESTful API following OpenAPI 3.0:

1 /api/vl/users:
2 get:

summary: List users
parameters:
— name: limit
in: query
schema:
type: integer
— name: offset
in: query
schema :
type: integer
responses:
200:
description: User list
content :
application/json:
schema:
type: array
items:
$ref: ’#/components/schemas/User’

9 Security Architecture

9.1 Password Security
Passwords are hashed using Argon2id:
hash = Argon2id(password, salt,t = 3,m = 64M B, p = 4)
Parameters:

e t = 3 iterations
e m = 64 MB memory

e p = 4 parallel threads

13
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9.2 Session Management

Secure session handling:

type Session struct {

}

ID S
UserlD S
Token S

tring ‘json:7id” ¢
tring ‘json:” user_id
tring ‘json:”token” ¢

” ¢

CreatedAt time.Time ‘json:”created_at”
ExpiresAt time.Time ‘json:”expires_at”
tring ‘json:”ip_address”
tring ‘json:”user_agent”

IPAddress s
UserAgent s

func (s *Session) IsValid () bool {
return time.Now() .Before (s.ExpiresAt)

s }

func (s *Session) Refresh () {
s.ExpiresAt = time.Now().Add(30 % time.Minute)

}

9.3 CSRF Protection

Double-submit cookie pattern:
func CSRFMiddleware () gin.HandlerFunc {

return func

(¢ *gin.Context) {

¢

¢

¢

token := c.GetHeader ("X-CSRF-Token” )

cookie, _ := c.Cookie(”csrf_token”)
if token = 7”7 || token != cookie {
c.AbortWithStatus (403)
return
}
c.Next ()

9.4 Rate Limiting

Token bucket algorithm for API rate limiting:

Where tokens are replenished at rate r per second with maximum capacity b.

allowed =

9.5 Audit Logging

Audit trail format:

{

”timestamp”: 72024—01—-15T10:30:007Z”
7event_type”: "authentication”,
7user_id”: "user —1237
”ip_address”: 7192.168.1.17,
7user_agent”: ”Mozilla /5.0...7,
7action”: ”login_success”,
"metadata” : {

”"mfa_used”: true,

true

false

14

if tokens > 0

otherwise

(16)



7authentication_method” : ”webauthn

2

10 Privacy and Compliance

10.1 GDPR Compliance

Lux.id implements GDPR requirements:

e Data Minimization: Collect only necessary information

e Purpose Limitation: Use data only for stated purposes

Storage Limitation: Automatic data expiration
Right to Access: User data export API
Right to Erasure: Account deletion with cascade

Data Portability: Standard format exports (JSON, CSV)

10.2 Data Minimization

Selective attribute disclosure:

{
"requested_claims”: {
?userinfo”: {
"email”: {"essential”: true},
'name” : {” essential”: false},
"wallet_address”: {”essential”: true}
}
}
}

10.3 Right to be Forgotten

Data deletion implementation:

func DeleteUser (userID string) error {

tx

/!

tx

/!

tx

//
tx

//
tx

:= db.Begin ()

Delete sessions

.Where(” user_id = 7?7, userID).Delete(&Session{})

Delete permissions

.Where(” user_id = 7?7, userID).Delete(&Permission{})

Anonymize audit logs

.Model(&AuditLog{}) .

Where(” user_id = 77, userID).
Update(” user_id”, ”deleted —user”)

Delete user

.Where(”id = 7?7, userID).Delete(&User{})

return tx.Commit (). Error

15



10.4 Data Portability

Export user data in machine-readable format:

func ExportUserData(userID string) ([]byte, error) {

data := struct {
Profile *User ‘json:” profile” *
Sessions [] Session ‘json:” sessions” ¢
Permissions [] Permission ‘json:” permissions” *
AuditLogs [] AuditLog ‘json:” audit_logs” *
H
Profile: GetUser (userID) ,
Sessions: GetUserSessions (userID) ,

Permissions: GetUserPermissions(userID),
AuditLogs: GetUserAuditLogs (userID) ,

}

return json.Marshallndent (data, 7”7, 7 7)

11 Performance Metrics

11.1 Authentication Latency

Target: sub-100ms authentication response time.

Operation P50 (ms) | P95 (ms) | P99 (ms)
Password Auth 45 78 95
Wallet Auth 62 89 98
TOTP Verify 12 18 25
WebAuthn 38 65 82
Session Check 3 5 8

Table 2: Authentication Latency Percentiles

11.2 Throughput Analysis

System capacity under load:

Successful Requests

Th hput =
rousipt Time Period
Achieved throughput:

e Authentication: 10,000 requests/second

e Session validation: 50,000 requests/second

e User queries: 25,000 requests/second

11.3 Availability Metrics
System availability calculation:

Uptime
Total Time
Achieved: 99.9% availability (8.76 hours downtime/year)

Availability = x 100%

16




11.4 Scalability

Horizontal scaling characteristics:

-10°

T T T
—e— Actual Throughput

Requests/Second

0 | | |

2 4 6 8 10
Number of Nodes

Figure 3: Horizontal Scaling Performance

12 Conclusion and Future Work

12.1 Achievements

Lux.id successfully bridges traditional and blockchain identity paradigms:

e Protocol Coverage: Complete implementation of OAuth 2.0, OIDC, SAML, LDAP,
RADIUS

e Security: Advanced features including WebAuthn, MFA, biometric authentication
e Blockchain Native: Wallet authentication, DID support, NFT-based access
e Performance: Sub-100ms latency with 99.9% availability

e Compliance: GDPR~compliant with privacy-preserving features

12.2 Future Directions
12.2.1 Zero-Knowledge Proofs

Implement ZK-SNARK based authentication:

7 = Prove(z,w) : R(z,w) =1 (19)

Where 7 is a proof that user knows witness w for public input x without revealing w.

12.2.2 Cross-Chain Identity
Develop identity bridges for major blockchains:

e Ethereum compatibility via EIP-1271

17



e Cosmos IBC integration
e Polkadot XCM support

e Bitcoin Taproot signatures

12.2.3 Decentralized Identity Network

Create federated identity network:
e Peer-to-peer identity resolution
e Distributed reputation system
e Consensus-based credential issuance

e Privacy-preserving attribute verification

12.2.4 AI-Enhanced Security

Integrate machine learning for:
e Behavioral biometrics
e Anomaly detection
e Risk scoring

e Automated threat response

12.3 Impact

Lux.id advances identity management for Web3. By providing multi-protocol support, ad-
vanced security features, and native blockchain integration, we enable organizations to adopt
decentralized technologies while maintaining enterprise requirements. The system’s performance
characteristics and compliance features make it suitable for production deployment at scale.

As the Web3 ecosystem continues to evolve, Lux.id will adapt to support emerging standards
and technologies, ensuring that identity remains a solved problem rather than a barrier to
adoption.
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