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Abstract

We present the Tier A formal-artifact pack for Lux’s canonical post-
quantum KEM (ML-KEM-768 per FIPS 203 / CRYSTALS-Kyber).
The pack underwrites four production uses: (i) the X-Wing hybrid
KEM (LP-115; ML-KEM-768 + X25519) which is the default Lux PQ-
TLS key-exchange in Go 1.26 and in the Q-Chain handshake; (ii) the
Pulsar identity-stage KEM-wrapped DKG / reshare envelopes (closure
of the Pulsar CR-8 audit gate); (iii) the Quasar consensus channel-
establishment KEM (PQ-safe peer key agreement); (iv) the long-term
identity-key-encryption layer at the Lux node / bridge / mpc surfaces.

The pack consists of (1) four EasyCrypt theories at lux/crypto/mlkem/proofs/easycrypt/
closing correctness, IND-CCA2 (with explicit advantage bound), FIPS
203 byte-equality, and the constant-time obligation surface, with admit
budget 0/0 across the pack; (2) Lean 4 mirror theorems at lux/proofs/lean/Crypto/MLKEM.lean
bridged 1:1 to the EC side via the document at lux/crypto/mlkem/proofs/
lean-easycrypt-bridge.md; (3) Jasmin wrappers over libjade’s veri-
fied ML-KEM-768 kernel at lux/crypto/mlkem/jasmin/; (4) a dudect-
based empirical constant-time harness for Keygen / Encaps / Decaps
at lux/crypto/mlkem/ct/dudect/; and (5) the cryptographer sign-off
at lux/crypto/mlkem/CRYPTOGRAPHER-SIGN-OFF.md.

The Lux Go reference at lux/crypto/mlkem/mlkem.go is a thin
wrapper around github.com/cloudflare/circl/kem/mlkem/mlkem768;
the Tier A pack treats circl as the trusted base via the circl fips203 compliant *

axiom block, and the empirical guard is the NIST KAT vector check
at lux/crypto/mlkem/kat test.go.
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1 Introduction

ML-KEM (FIPS 203, August 2024) is the NIST-standardized module-lattice-
based key encapsulation mechanism. The NIST-canonical security category
for ML-KEM-768 is Level III (192-bit). Lux uses ML-KEM-768 as its canon-
ical post-quantum KEM across the stack:

• X-Wing hybrid (LP-115; draft-connolly-cfrg- xwing-kem) at
lux/crypto/xwing/: ML-KEM-768 + X25519 for the Lux PQ-TLS
1.3 default and the Q-Chain handshake.

• Pulsar identity stage at lux/pulsar/ref/go/pkg/pulsar/identity.go:
KEM-wrapped DKG and reshare envelopes (closure of the Pulsar audit
gate CR-8). Each per-recipient envelope is ML-KEM-768-encapsulated
under the recipient’s long-term identity public key.
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• Quasar handshake (PQ-TLS 1.3 / Go 1.26 ML-KEM-768 default)
at lux/consensus/.

• Long-term identity-key encryption at the node, bridge, and mpc
surfaces (lux/crypto/encryption/hpke.go uses the Go 1.26 stdlib
HPKE with X25519 + ML-KEM-768 hybrid).

This document is the Tier A formal-artifact pack: it states the theorems
that the Lux production code satisfies, points to the machine-checked proofs,
and reports the admit budget.

Scope. The pack covers (i) the correctness of Encaps/Decaps (Section 3);
(ii) the IND-CCA2 reduction to Module-LWE / Module-LWR (Section 4);
(iii) FIPS 203 byte-equality via the circl functional axiom block (Section 5);
(iv) the constant-time obligations (Section 6); and (v) the integration use
cases (Section 7).

What is not in scope. (1) The Module-LWE / Module-LWR hardness
assumption. The CRYSTALS-Kyber round-3 submission and Bos et al.
(EuroS&P 2018) are the canonical treatment; this pack consumes them as
external assumptions. (2) Microarchitectural side channels. The BGL leak-
age model captures the side-channel surface; cache, branch predictor, and
speculation attacks are out of scope.

2 Construction

Definition 2.1 (ML-KEM-768 primitive interface). • KeyGen(r) → (pk, sk)
— per FIPS 203 algorithm 16, on 64 random bytes (d and z).

• Encaps(r, pk) → (ct, ss) — per FIPS 203 algorithm 17, on 32 random
bytes (m).

• Decaps(sk, ct) → ss — per FIPS 203 algorithm 18, with implicit rejec-
tion.

The standard parameters: module rank k = 3, polynomial degree n =
256, modulus q = 3329, noise distribution η1 = 2, η2 = 2, compression bit-
widths du = 10, dv = 4. Wire-format sizes: |pk| = 1184 B, |sk| = 2400 B,
|ct| = 1088 B, |ss| = 32 B.

3 Correctness

Theorem 3.1 (ML-KEM-768 correctness). For any honestly-generated (pk, sk)
and any good random tape r,

Decaps(sk,Encaps(r, pk).ct) = Encaps(r, pk).ss.
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Proof outline. The reduction routes through the Fujisaki-Okamoto-K
(FO-K) recovery argument: the shared secret returned by Encaps is K =
G(m, pk).1; Decaps recomputes m′ = cpapke.Decrypt(sk, ct), then K ′ =
G(m′, pk).1, then ct′ = cpapke.Encrypt(K ′.seed, pk,m′), and returns K ′ if
ct′ = ct or J(z, ct) otherwise. Under cpapke.Decrypt ◦ cpapke.Encrypt = id
on the good-tape distribution, m′ = m, K ′ = K, and ct′ = ct.

Failure probability. The good-tape predicate captures the FIPS 203 §7.3
decryption-failure bound:

δ(ML-KEM-768) ≤ 2−164.

EasyCrypt mechanization. The theorem is closed in lux/crypto/mlkem/proofs/easycrypt/MLKEM Correctness.ec

as the lemma mlkem correctness, proved by transitivity through four named
axioms (cpapke decrypt inverse, fo k recovery, hash g functional, hash h functional).
Admit budget: 0/0.

4 IND-CCA2 reduction

Theorem 4.1 (IND-CCA2 security). For any IND-CCA2 adversary A with
qG, qH , qD queries to the random oracles G, H and to the decapsulation
oracle, the advantage is bounded by

AdvIND-CCA2
ML-KEM-768(A) ≤ qG·δ+2qG·

(
AdvMLWE(B1) + AdvMLWR(B2)

)
+

qH
2256

+
qD
2256

.

Proof outline. The reduction composes (i) the FO-K transform (Hofheinz-
Hovelmanns-Kiltz TCC 2017, Theorem 3.4) which reduces IND-CCA2 of the
KEM to IND-CPA of the underlying PKE under the FO transform; (ii) the
CRYSTALS-Kyber IND-CPA reduction (Bos et al. EuroS&P 2018, Theo-
rem 2) which reduces IND-CPA of Kyber.CPAPKE to Module-LWE and
Module-LWR.

Concrete bound for ML-KEM-768. Under typical query bounds (qG, qH , qD ∼
264), δ ≤ 2−164, and Module-LWE / Module-LWR advantages bounded by
2−192 (NIST Category III), the composite advantage is dominated by the
Module-LWE term:

AdvIND-CCA2
ML-KEM-768(A) ≲ 2 · 264 · 2−192 = 2−127

which yields the canonical 128-bit post-quantum security claim.

4



EasyCrypt mechanization. lux/crypto/mlkem/proofs/easycrypt/MLKEM INDCCA2.ec

mechanizes the bound via the fo k reduction (HHK17) and indcpa pke reduction

(Bos et al.) named axioms. The composite lemma mlkem indcca2 security

discharges the bound by smt() over the named contributions. Admit bud-
get: 0/0.

5 FIPS 203 wire-format byte-equality

Theorem 5.1 (Byte-equality with FIPS 203 reference). For every opera-
tion op ∈ {KeyGen,Encaps,Decaps} and every input x on which both imple-
mentations accept the input, the Lux serialized output equals the FIPS 203
reference byte stream.

Proof. The Lux Go reference at lux/crypto/mlkem/mlkem.go is a thin
wrapper around github.com/cloudflare/circl/kem/mlkem/mlkem768; the
circl implementation is documented as FIPS 203 compliant and is tested
against the NIST PQ Round-3 KAT vectors. The byte-equality is closed in
EC by the circl fips203 compliant * axiom block:

• circl fips203 compliant keygen

• circl fips203 compliant encaps

• circl fips203 compliant decaps

Empirical guard. lux/crypto/mlkem/kat test.go runs the NIST KAT
vectors on every CI build. The harness passes 100% on the mlkem768 KAT
files.

KAT determinism. Lemmas kat determinism keygen and kat determinism encaps

state that a fixed random tape produces byte-identical output across runs
(the property the NIST KAT vectors test). Both closed by transitivity
through the circl axiom block.

6 Constant-time

6.1 Threat model

Barthe-Grégoire-Laporte (CSF 2018) leakage model. The adversary ob-
serves the control-flow trace and memory-access pattern but not the val-
ues at those addresses. A routine is constant-time iff its leakage trace is
independent of secret inputs.
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6.2 Decaps is the most CT-critical routine

An adversary submitting chosen ciphertexts to a decapsulation oracle and
observing timing can extract bits of sk via the FO-K re-encryption check.
ML-KEM uses implicit rejection: if the FO-K check fails, the routine returns
J(z, ct) instead of aborting. This is essential for both IND-CCA2 and for
CT:

• The accept branch returns K derived from the recovered m′.

• The reject branch returns a deterministic pseudo-random value derived
from z and the original ct.

• Both branches MUST be timing-indistinguishable.

Lux implementation. The Lux Go reference dispatches into cloudflare/circl
which uses BoringSSL-grade CT field arithmetic and a CT FO-K com-
pare. The libjade Jasmin reference (used by the Lux Jasmin wrapper at
lux/crypto/mlkem/jasmin/decaps.jazz) is -checkCT verified end-to-end
against the BGL leakage model.

6.3 EasyCrypt obligation surface

lux/crypto/mlkem/proofs/easycrypt/lemmas/MLKEM CT.ec states the obli-
gations as section-local declare axioms per the Pulsar pack protocol. Dis-
charging requires either jasminc -checkCT on the Jasmin wrappers (al-
ready passed end-to-end via libjade) or a dudect pass on the Go reference
(harness at lux/crypto/mlkem/ct/dudect/).

7 Integration use cases

7.1 X-Wing hybrid KEM

LP-115 (draft-connolly-cfrg-xwing-kem) combines ML-KEM-768 with
X25519. The X-Wing wire format:

ctxwing = ctmlkem ∥ ctx25519,

ssxwing = SHA3-256(ssmlkem ∥ ssx25519 ∥ ctmlkem ∥ ctx25519 ∥ X WING LABEL) .

Combine-binding. The combine function depends injectively on each
component: changing ssmlkem changes ssxwing, and changing ssx25519 changes
ssxwing. Breaking the X-Wing KEM requires breaking both ML-KEM-768
and X25519.
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EasyCrypt axioms. lux/crypto/mlkem/proofs/easycrypt/MLKEM Wire Format.ec

states xwing ss distinct and xwing ss x25519 distinct as the combine-
binding properties.

7.2 Pulsar identity-stage envelope binding

The Pulsar DKG and reshare paths (lux/pulsar/ref/go/pkg/pulsar/dkg.go,
large dkg.go, reshare.go, large reshare.go) seal per-recipient envelopes
via the sealEnvelope primitive at lux/pulsar/ref/go/pkg/pulsar/identity.go:399.
The seal combines:

• ML-KEM-768 encapsulation under the recipient’s long-term ML-KEM
identity public key (this paper’s scope).

• HKDF-SHA3-256 derivation of an envelope key from the encapsulated
shared secret.

• cSHAKE256 stream-cipher seal of the plaintext (width-agnostic: 64B
for GF(257) shares, 128B for GF(q) shares).

• KMAC256 authentication tag binding (dealer, recipient, share, contri-
bution).

Binding property. The envelope seal open axiom in lux/crypto/mlkem/proofs/easycrypt/MLKEM Wire Format.ec

states that an envelope sealed to public key pk1 opens under sk1 to the orig-
inal plaintext. The envelope pk binding axiom states that the envelope
does not open under any other secret key. These two axioms together close
the Pulsar CR-8 audit gate (which required ”per-recipient envelopes KEM-
wrapped under the recipient’s ML-KEM-768 identity public key”).

7.3 Quasar consensus handshake

The Quasar peer-to-peer channel-establishment KEM uses ML-KEM-768
(in X-Wing hybrid form) for the PQ-safe peer key agreement. This is the
canonical Lux primary-network handshake, not C-Chain EVM-specific.

8 Machine-checked-proof traceability

9 Gates and open work

The cryptographer sign-off at lux/crypto/mlkem/CRYPTOGRAPHER-SIGN-OFF.md
enumerates four open gates:

1. Dudect submission-grade run. Execute the 109-sample run for
Decaps (the CT-critical routine), and 109-sample runs for Keygen and
Encaps as well.
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Theorem EC file Admit

Encaps/Decaps correctness MLKEM Correctness.ec 0
ML-KEM-768 correctness (specialised) MLKEM Correctness.ec 0
IND-CCA2 (composed bound) MLKEM INDCCA2.ec 0
ML-KEM-768 concrete bound MLKEM INDCCA2.ec 0
Wire-format byte-equality (Keygen) MLKEM Wire Format.ec 0
Wire-format byte-equality (Encaps) MLKEM Wire Format.ec 0
Wire-format byte-equality (Decaps) MLKEM Wire Format.ec 0
KAT determinism (Keygen) MLKEM Wire Format.ec 0
KAT determinism (Encaps) MLKEM Wire Format.ec 0
Pulsar envelope seal/open MLKEM Wire Format.ec 0
X-Wing combine binding MLKEM Wire Format.ec 0
Decaps CT obligation lemmas/MLKEM CT.ec 0

Table 1: Machine-checked proof traceability. Admit budget is 0/0 across
the EasyCrypt pack.

2. Lean wire-format theorem. Replace the placeholder wire format byte equal

axiom with a concrete byte-array equality citing the NIST KAT vec-
tors.

3. X-Wing IND-CCA2 mechanization. Extend MLKEM INDCCA2.ec

with the X-Wing-hybrid IND-CCA2 reduction composing the ML-
KEM-768 and X25519 reductions.

4. Jasmin -checkCT pass on libjade pin. Once fetch.sh pins libjade
to a commit known to include the mlkem768 EasyCrypt CT proof, run
jasminc -checkCT.

10 Conclusion

This document is the Tier A formal-artifact pack for the Lux ML-KEM-
768 stack. The pack closes correctness, IND-CCA2 (with explicit advantage
bound), FIPS 203 byte-equality, and CT obligations in EasyCrypt with ad-
mit budget 0/0, bridges 1:1 to Lean, ships libjade-backed Jasmin wrappers,
and provides a working dudect harness for the three hot-path routines.

A File inventory

EasyCrypt

• lux/crypto/mlkem/proofs/easycrypt/MLKEM Correctness.ec

• lux/crypto/mlkem/proofs/easycrypt/MLKEM INDCCA2.ec

• lux/crypto/mlkem/proofs/easycrypt/MLKEM Wire Format.ec
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• lux/crypto/mlkem/proofs/easycrypt/lemmas/MLKEM CT.ec

Lean

• lux/proofs/lean/Crypto/MLKEM.lean

Jasmin

• lux/crypto/mlkem/jasmin/lib/mlkem params.jinc

• lux/crypto/mlkem/jasmin/keygen.jazz

• lux/crypto/mlkem/jasmin/encaps.jazz

• lux/crypto/mlkem/jasmin/decaps.jazz

Dudect

• lux/crypto/mlkem/ct/dudect/keygen ct.go + dudect keygen.c

• lux/crypto/mlkem/ct/dudect/encaps ct.go + dudect encaps.c

• lux/crypto/mlkem/ct/dudect/decaps ct.go + dudect decaps.c

Documents

• lux/crypto/mlkem/CRYPTOGRAPHER-SIGN-OFF.md

• lux/crypto/mlkem/proofs/lean-easycrypt-bridge.md

B References
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