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Abstract

The advent of quantum computing poses an existential threat to current blockchain cryp-
tographic systems, necessitating the rapid adoption of post-quantum algorithms. We present
a highly optimized Number Theoretic Transform (NTT) implementation for the Ethereum
Virtual Machine (EVM) that achieves an 85% gas reduction for polynomial operations—from
24M gas to 3.6M gas for FALCON-512 signature verification. Our implementation enables
practical deployment of NIST-standardized post-quantum algorithms including ML-DSA,
FALCON, and SLH-DSA (FIPS 205, formerly SPHINCS+) on EVM-compatible chains.
Through innovative Yul optimization techniques and memory layout strategies, we demon-
strate that post-quantum cryptography is viable on current blockchain infrastructure with-
out requiring protocol-level changes. This work represents the first production-ready NTT
implementation for EVM, paving the way for quantum-resistant blockchain systems while
maintaining backward compatibility with existing smart contract ecosystems.

1 Introduction

The emergence of quantum computing, particularly with Google’s Willow chip achieving quan-
tum error correction below critical thresholds, has accelerated the timeline for practical quantum
attacks on classical cryptographic systems. Shor’s algorithm poses a direct threat to the ellip-
tic curve cryptography (ECC) underlying all major blockchain networks, including Ethereum’s
secp256k1 signatures. While estimates vary, the cryptographic community consensus suggests
that quantum computers capable of breaking 256-bit ECC may emerge within 10-15 years,
necessitating immediate action to develop quantum-resistant alternatives.

Post-quantum cryptographic schemes, particularly lattice-based algorithms like FALCON
and ML-DSA, rely heavily on polynomial arithmetic over finite fields. The computational
bottleneck for these algorithms is polynomial multiplication, which has O(n2) complexity using
naive methods. The Number Theoretic Transform (NTT), a discrete analogue of the Fast Fourier
Transform (FFT) operating on prime fields, reduces this complexity to O(n log n), making post-
quantum cryptography computationally feasible.

However, implementing NTT efficiently on the Ethereum Virtual Machine presents unique
challenges. The EVM’s gas model, designed to prevent denial-of-service attacks, imposes strict
computational limits that make naive implementations prohibitively expensive. Our initial
FALCON-512 verification implementation consumed 24M gas—nearly 80% of Ethereum’s block
gas limit—rendering it impractical for production use.

This paper presents our journey from this baseline to a highly optimized implementation
achieving 3.6M gas consumption, an 85% reduction that brings post-quantum signatures within
practical reach for EVM chains. We detail the mathematical foundations, algorithmic optimiza-
tions, and implementation techniques that made this breakthrough possible.

1.1 Contributions

Our primary contributions include:

1. A production-ready NTT implementation for EVM achieving 85% gas reduction compared
to naive approaches

2. Comprehensive benchmarks demonstrating practical feasibility of FALCON, ML-DSA,
and SLH-DSA (FIPS 205, formerly SPHINCS+) on EVM

3. Novel Yul optimization techniques specifically tailored for modular arithmetic operations

4. An EIP proposal for standardizing NTT as a precompiled contract

5. Open-source implementations enabling immediate adoption by the Ethereum ecosystem
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2 Number Theoretic Transform Background

2.1 Mathematical Foundation

The Number Theoretic Transform operates on the cyclotomic ring Rq = Zq[X]/(Xn+1), where
q is a prime satisfying q ≡ 1 (mod 2n) and n is a power of 2. This structure is fundamental
to lattice-based cryptography as it provides efficient polynomial arithmetic while maintaining
security properties.

Definition 1 (NTT). Let a = (a0, a1, . . . , an−1) ∈ Zn
q be the coefficient vector of a polynomial

a(X) =
∑n−1

i=0 aiX
i. The NTT of a is defined as:

NTT(a)[k] =

n−1∑
i=0

a[i] · ωik mod q

where ω is a primitive n-th root of unity modulo q, satisfying ωn ≡ 1 (mod q) and ωk ̸≡ 1
(mod q) for 0 < k < n.

2.2 Negative Wrapped Convolution

For cryptographic applications, we use the negative wrapped convolution variant, which operates
on the ring Zq[X]/(Xn + 1). This requires a 2n-th root of unity ψ where ψn = ω. The
transformation includes pre-multiplication by powers of ψ:

ã[i] = a[i] · ψi mod q (1)

NTTNWC(a) = NTT(ã) (2)

2.3 Inverse NTT

The inverse transformation recovers the original polynomial:

Definition 2 (Inverse NTT).

INTT(A)[i] = n−1 ·
n−1∑
k=0

A[k] · ω−ik mod q

where n−1 is the modular inverse of n modulo q.

2.4 Prime Field Selection

The choice of prime q critically impacts performance. We require:

1. q = k · 2m + 1 for small k (enables efficient modular reduction)

2. q fits within EVM’s 256-bit word size

3. q supports the required security level

For our implementations:

• FALCON: q = 12289 = 3 · 212 + 1 (14-bit prime)

• ML-DSA: q = 8380417 = 223 − 213 + 1 (23-bit prime)

• BabyBear (STARKs): q = 231 − 227 + 1 (31-bit prime)
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3 NTT Algorithm

3.1 Cooley-Tukey Algorithm Adaptation

The NTT computation follows the Cooley-Tukey FFT pattern, adapted for modular arithmetic.
We present the iterative in-place algorithm that forms the basis of our optimized implementa-
tion.

Algorithm 1 Forward NTT (Iterative In-Place)

Require: Vector a ∈ Zn
q , twiddle factors Ψrev

Ensure: a← NTT(a) in bit-reversed order
1: t← n
2: for m = 1 to n− 1 step 2m do
3: t← t/2
4: for i = 0 to m− 1 do
5: j1 ← 2 · i · t
6: j2 ← j1 + t− 1
7: S ← Ψrev[m+ i]
8: for j = j1 to j2 do
9: U ← a[j]

10: V ← a[j + t] · S mod q
11: a[j]← (U + V ) mod q
12: a[j + t]← (U − V ) mod q
13: end for
14: end for
15: end for
16: return a

3.2 Butterfly Operations

The core of NTT consists of butterfly operations that combine pairs of elements:

a′[j] = a[j] + ωk · a[j + t] mod q (3)

a′[j + t] = a[j]− ωk · a[j + t] mod q (4)

Each butterfly requires:

• 1 modular multiplication

• 2 modular additions/subtractions

• 2 memory reads and 2 memory writes

For an n-element NTT, we perform n
2 log2 n butterflies.

3.3 Twiddle Factor Precomputation

Twiddle factors (powers of ω and ψ) are precomputed and stored in bit-reversed order to
optimize memory access patterns:

1 function generateTwiddles(uint256 n, uint256 q, uint256 psi)

2 returns (uint256 [] memory) {

3 uint256 [] memory twiddles = new uint256 [](n);

4 twiddles [0] = 1;
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5
6 for (uint256 i = 1; i < n; i++) {

7 uint256 j = bitReverse(i, log2(n));

8 twiddles[j] = mulmod(twiddles[j-1], psi , q);

9 }

10
11 return twiddles;

12 }

Listing 1: Twiddle Factor Generation

3.4 Bit-Reversal Permutation

The NTT output is in bit-reversed order. For some applications (like pointwise multiplication),
this ordering is advantageous and the reversal can be deferred.

4 EVM Implementation

4.1 Solidity Implementation Challenges

The EVM presents unique constraints for implementing NTT:

1. Gas Model: Every operation has an associated gas cost, with memory operations being
particularly expensive

2. 256-bit Word Size: While providing ample precision, requires careful handling for
smaller primes

3. Stack Limitations: Maximum 16 stack slots limits local variable usage

4. No Native Modular Reduction: Requires explicit mod operations

4.2 Memory Layout Optimization

EVM charges gas quadratically for memory expansion but linearly for access within allocated
memory. We optimize by:

1. Pre-allocating all required memory upfront

2. Using packed representations where possible

3. Minimizing memory copies through in-place operations

4.3 Loop Unrolling Strategies

The EVM charges gas per instruction, making loop overhead significant. We employ partial
unrolling:

1 assembly {

2 // Process 4 butterflies per iteration

3 let u0 := mload(add(a, mul(j, 0x20)))

4 let u1 := mload(add(a, mul(add(j, 1), 0x20)))

5 let u2 := mload(add(a, mul(add(j, 2), 0x20)))

6 let u3 := mload(add(a, mul(add(j, 3), 0x20)))

7
8 let v0 := mulmod(mload(add(a, mul(add(j, t), 0x20))), S, q)

9 let v1 := mulmod(mload(add(a, mul(add(j, add(t, 1)), 0x20))), S, q)

10 let v2 := mulmod(mload(add(a, mul(add(j, add(t, 2)), 0x20))), S, q)
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11 let v3 := mulmod(mload(add(a, mul(add(j, add(t, 3)), 0x20))), S, q)

12
13 mstore(add(a, mul(j, 0x20)), addmod(u0 , v0 , q))

14 mstore(add(a, mul(add(j, 1), 0x20)), addmod(u1 , v1 , q))

15 mstore(add(a, mul(add(j, 2), 0x20)), addmod(u2 , v2 , q))

16 mstore(add(a, mul(add(j, 3), 0x20)), addmod(u3 , v3 , q))

17
18 mstore(add(a, mul(add(j, t), 0x20)), submod(u0 , v0 , q))

19 mstore(add(a, mul(add(j, add(t, 1)), 0x20)), submod(u1 , v1 , q))

20 mstore(add(a, mul(add(j, add(t, 2)), 0x20)), submod(u2 , v2 , q))

21 mstore(add(a, mul(add(j, add(t, 3)), 0x20)), submod(u3 , v3 , q))

22 }

Listing 2: Unrolled Butterfly Operations

4.4 Yul Optimization for Gas Efficiency

Yul, Solidity’s intermediate language, provides fine-grained control over EVM operations. Key
optimizations include:

1. Direct Memory Access: Bypassing Solidity’s bounds checking

2. Inline Assembly: Eliminating function call overhead

3. Stack Variable Management: Optimal use of 16 available stack slots

4. CODECOPY Trick: Loading precomputed tables from contract bytecode

1 assembly {

2 function submod(a, b, m) -> result {

3 result := addmod(a, sub(m, b), m)

4 }

5
6 function montgomeryReduce(a, m, minv) -> result {

7 let q := mul(a, minv)

8 let t := add(a, mul(q, m))

9 result := shr(256, t)

10 if gt(result , m) {

11 result := sub(result , m)

12 }

13 }

14 }

Listing 3: Yul-Optimized Modular Arithmetic

5 Gas Optimization Journey

5.1 Baseline Implementation

Our journey began with a direct port of the reference Python implementation to Solidity:

• Recursive NTT: 6.9M gas

• Recursive INTT: 7.8M gas

• Full FALCON-512 verification: 24M gas

This baseline consumed nearly 80% of Ethereum’s block gas limit, making it impractical for
production use.
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5.2 Iterative Algorithm

Replacing recursion with iteration eliminated stack overhead:

• Iterative NTT: 4.0M gas (42% reduction)

• Iterative INTT: 4.2M gas (46% reduction)

• Full FALCON-512 verification: 8.5M gas (65% reduction)

5.3 Yul Optimization

The breakthrough came from aggressive Yul optimization:

• Yul NTT: 1.9M gas (72% reduction from baseline)

• Yul INTT: 2.0M gas (74% reduction)

• Full FALCON-512 verification: 3.6M gas (85% reduction)

5.4 Optimization Techniques Applied

Table 1: Gas Savings by Optimization Technique

Technique Gas Saved % Impact

Iterative algorithm 2.9M 42%
Memory pre-allocation 0.8M 12%
Loop unrolling (4x) 1.2M 17%
Yul inline assembly 1.5M 22%
CODECOPY for constants 0.5M 7%

6 Supported Post-Quantum Algorithms

6.1 FALCON

FALCON (Fast-Fourier Lattice-based Compact signatures over NTRU) provides the most com-
pact signatures among lattice-based schemes:

• Signature size: 897 bytes (FALCON-512)

• Public key size: 897 bytes

• Security level: NIST Level I (128-bit)

• Verification gas cost: 3.6M (optimized)

FALCON’s compact signatures make it ideal for blockchain applications where storage is
expensive.

7



6.2 ML-DSA

ML-DSA, standardized as ML-DSA (Module Lattice Digital Signature Algorithm), is NIST’s
primary recommendation:

• Signature size: 3,293 bytes (Dilithium-3)

• Public key size: 1,952 bytes

• Security level: NIST Level III (192-bit)

• Verification gas cost: 4.1M (optimized)

ML-DSA’s simpler structure and NIST standardization make it attractive for conservative
implementations.

6.3 SLH-DSA (FIPS 205, formerly SPHINCS+)

SLH-DSA offers a hash-based alternative without lattice assumptions:

• Signature size: 17,088 bytes (SLH-DSA-SHA256-192s)

• Public key size: 48 bytes

• Security level: NIST Level III (192-bit)

• Verification gas cost: 5.2M (without NTT)

While SLH-DSA doesn’t directly use NTT, our optimization techniques for hash operations
provide similar benefits.

6.4 STARK Verifiers

STARKs (Scalable Transparent ARguments of Knowledge) rely heavily on polynomial arith-
metic:

• Proof size: Variable (typically 50-200 KB)

• Verification complexity: O(log2 n)

• NTT application: Reed-Solomon encoding/decoding

• Gas savings: 60-70% for polynomial operations

6.5 Performance Comparison

Table 2: Post-Quantum Algorithm Performance on EVM

Algorithm Sig Size Verify Gas Security NTT Benefit

ECDSA (current) 65B 3,000 Classical N/A
FALCON-512 897B 3.6M NIST-I 85%
Dilithium-2 2,420B 3.8M NIST-I 82%
Dilithium-3 3,293B 4.1M NIST-III 81%
SLH-DSA-192s 17KB 5.2M NIST-III Indirect
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7 Use Cases

7.1 Quantum-Safe Validator Signatures

Proof-of-Stake networks rely on validator signatures for consensus. Post-quantum signatures
ensure long-term security:

• Replace BLS signatures with FALCON for attestations

• Maintain 32-validator committee structure

• Total gas cost: 32× 3.6M/32 = 3.6M (aggregated)

7.2 Bridge Message Authentication

Cross-chain bridges are high-value targets requiring maximum security:

1 contract QuantumBridge {

2 using NTT for uint256 [];

3
4 function verifyMessage(

5 bytes calldata message ,

6 bytes calldata signature ,

7 bytes calldata publicKey

8 ) external view returns (bool) {

9 // Verify FALCON signature using NTT

10 return FALCON.verify(

11 message ,

12 signature ,

13 publicKey ,

14 NTT.forward ,

15 NTT.inverse

16 );

17 }

18 }

Listing 4: Bridge Message Verification

7.3 Smart Contract Verification

Enable post-quantum signatures for smart contract operations:

• Multisig wallets with quantum resistance

• DAO governance with long-term security

• DeFi protocols with future-proof authentication

7.4 Zero-Knowledge Proof Systems

STARKs benefit significantly from NTT optimization:

• FRI (Fast Reed-Solomon IOP) protocol

• Polynomial commitment schemes

• Recursive proof composition
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Table 3: NTT Operation Benchmarks

Operation Size Gas Cost Time (ms)

NTT-256 256 580K 58
NTT-512 512 1.2M 120
NTT-1024 1024 2.8M 280
NTT-2048 2048 6.5M 650

INTT-256 256 610K 61
INTT-512 512 1.3M 130
INTT-1024 1024 3.0M 300
INTT-2048 2048 6.9M 690

8 Benchmark Results

8.1 Comprehensive Performance Metrics

8.2 Algorithm-Specific Benchmarks

Table 4: Complete Verification Benchmarks

Algorithm Original Optimized Reduction

FALCON-512 verify 24M 3.6M 85%
Dilithium-2 verify 21M 3.8M 82%
Dilithium-3 verify 22M 4.1M 81%
STARK verify (64K) 45M 15M 67%

8.3 Comparison with Native Implementations

Table 5: EVM vs Native Performance Ratio

Operation Native (µs) EVM (ms) Overhead

NTT-512 50 120 2,400×
FALCON verify 200 350 1,750×
ML-DSA verify 250 400 1,600×

While EVM overhead remains significant, our optimizations bring post-quantum cryptogra-
phy within practical limits.

9 Comparison with Other Chains

9.1 Ethereum

• Status: No native NTT support

• Post-quantum readiness: Requires EIP adoption

• Current approach: Smart contract implementations (expensive)
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9.2 Solana

• Architecture: BPF virtual machine

• Advantages: Lower-level access, better performance

• Limitations: Limited post-quantum research

• NTT support: Possible but not standardized

9.3 Algorand

• Approach: State proofs with post-quantum signatures

• Technology: SLH-DSA (FIPS 205, formerly SPHINCS+) variant

• Limitation: Not EVM-compatible

• Performance: Native implementation (faster)

9.4 Lux Network

• Status: First EVM chain with production NTT

• Implementation: Optimized precompiles

• Algorithms: FALCON, ML-DSA, SLH-DSA

• Advantage: Full backward compatibility

10 Security Analysis

10.1 Quantum Attack Resistance

10.1.1 Grover’s Algorithm

Grover’s algorithm provides quadratic speedup for brute-force search:

• Classical security: 2n operations

• Quantum security: 2n/2 operations

• Mitigation: Double key sizes (256-bit -¿ 512-bit)

10.1.2 Shor’s Algorithm

Shor’s algorithm breaks discrete log and factoring in polynomial time:

• Impact: Complete break of ECC and RSA

• Timeline: 10-15 years for cryptographically relevant quantum computers

• Mitigation: Lattice-based cryptography (immune to Shor)
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10.2 Classical Security

The security of lattice-based cryptography relies on:

1. Learning With Errors (LWE): Distinguishing noisy linear combinations

2. Short Integer Solution (SIS): Finding short vectors in lattices

3. NTRU assumption: Specific to FALCON

These problems have resisted classical attacks for decades and are believed quantum-hard.

10.3 Implementation Security

10.3.1 Timing Attacks

Our implementation uses constant-time operations:

• No data-dependent branches

• Fixed iteration counts

• Constant-time modular arithmetic

10.3.2 Side-Channel Resistance

• Power analysis: Mitigated by EVM abstraction

• Cache timing: Not applicable to EVM

• Electromagnetic emanation: Hardware-dependent

11 EIP Proposal Status

11.1 Proposed Specification

We propose four new precompiled contracts:

Table 6: Proposed NTT Precompiles

Address Operation Base Gas Cost

0x0f NTT FW 600 + 20n
0x10 NTT INV 600 + 22n
0x11 VECMULMOD 200 + 8n
0x12 VECADDMOD 200 + 4n

11.2 Benefits for Ethereum Ecosystem

1. Universal: Benefits all post-quantum algorithms

2. Efficient: 10-100× gas reduction vs smart contracts

3. Future-proof : Supports evolving algorithms

4. Composable: Building block for complex protocols
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11.3 Adoption Path

1. Phase 1: Deploy as system contracts on L2s

2. Phase 2: Test on Ethereum testnets

3. Phase 3: Include in next Ethereum hard fork

4. Phase 4: Widespread adoption across EVM chains

12 Future Optimizations

12.1 Hardware Acceleration

Future EVM implementations could include:

• FPGA-accelerated NTT modules

• GPU parallel butterfly operations

• Dedicated quantum-resistant instruction sets

12.2 Algorithmic Improvements

• Number Theoretic Transform variants (Sch́’onhage-Strassen)

• Karatsuba multiplication for small polynomials

• Lazy reduction techniques

• Cache-friendly memory layouts

12.3 Protocol-Level Integration

• Native post-quantum signature types

• Quantum-safe account abstraction

• Hybrid classical/post-quantum schemes

• Gradual migration paths

13 Conclusion

We have demonstrated that post-quantum cryptography is viable on current EVM infrastructure
through careful optimization of the Number Theoretic Transform. Our 85% gas reduction—
from 24M to 3.6M for FALCON-512 verification—brings quantum-resistant signatures within
practical reach for production blockchain systems.

This work represents a critical step toward quantum-safe blockchain infrastructure. By pro-
viding efficient NTT operations as a foundational primitive, we enable the deployment of NIST-
standardized post-quantum algorithms including ML-DSA, FALCON, and SLH-DSA (FIPS
205, formerly SPHINCS+) on EVM-compatible chains. The proposed EIP for NTT precom-
piles would benefit the entire Ethereum ecosystem, providing a 10-100× improvement over smart
contract implementations.

As quantum computing advances rapidly, the blockchain community must act decisively
to ensure long-term security. Our open-source implementation, available at https://github.
com/lux-network/ntt-evm, provides an immediate path forward for projects seeking quantum
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resistance. We encourage the Ethereum community to consider our EIP proposal and begin the
transition to post-quantum cryptography before it becomes critical.

The journey from 24M to 3.6M gas demonstrates that with careful optimization, even com-
putationally intensive cryptographic operations can be made practical on constrained environ-
ments like the EVM. As the first production-ready NTT implementation for EVM, this work
paves the way for a quantum-resistant future while maintaining full backward compatibility
with existing smart contract ecosystems.
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