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Abstract

Oracle infrastructure represents a critical component in blockchain ecosystems, bridging on-
chain smart contracts with off-chain data sources. This paper presents Lux Network’s compre-
hensive oracle architecture, which combines traditional price feed aggregation from established
providers (Chainlink, Pyth Network) with novel AI-powered oracle capabilities through inte-
gration with Hanzo AI’s LLM Gateway. We introduce a multi-layered approach that ensures
data reliability through median aggregation, MEV protection mechanisms, and Byzantine fault
tolerance while enabling advanced use cases such as on-chain AI inference, sentiment analysis,
and cross-chain oracle coordination. Our implementation achieves sub-2-second update latency
for critical trading pairs with 99.9% uptime, while maintaining gas costs below 100,000 units
per oracle update. The integration of AI oracles (LP-106) extends oracle functionality beyond
simple price feeds to enable complex data analysis, risk scoring, and natural language processing
directly within smart contracts, opening new possibilities for DeFi applications and automated
trading strategies.

1 Introduction

1.1 The Oracle Problem

Blockchain networks operate as isolated systems with no native ability to access external data,
creating what is known as the ”oracle problem.” Smart contracts require reliable external data feeds
for numerous applications including decentralized finance (DeFi), derivatives trading, insurance,
and prediction markets. The challenge lies in providing this data in a trustless, decentralized
manner while maintaining security, reliability, and cost-effectiveness.

1.2 Importance for DeFi

Decentralized finance protocols critically depend on accurate, timely price feeds for:

• Liquidation mechanisms: Determining when positions become undercollateralized

• Collateral valuation: Calculating loan-to-value ratios for lending protocols

• Derivatives pricing: Mark prices for perpetual futures and options

• Automated market making: Concentrated liquidity positioning and rebalancing

• Risk management: Portfolio valuation and exposure calculation

1.3 Lux’s Multi-Layer Approach

Lux Network addresses the oracle challenge through a comprehensive multi-layer architecture:

1. Traditional Price Oracles: Integration with established providers (Chainlink, Pyth)

2. AI-Powered Oracles: Novel integration with LLM providers for advanced analytics

3. Cross-Chain Coordination: Consistent oracle data across Lux’s multi-chain ecosystem

4. Security Layer: MEV protection, anomaly detection, and circuit breakers
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2 Traditional Price Oracles

2.1 Chainlink Integration

Lux integrates Chainlink’s decentralized oracle network to leverage its extensive infrastructure of
node operators and data providers. The integration follows Chainlink’s aggregator pattern:� �

1 interface IPriceFeed {

2 function description () external view returns (string memory);

3 function aggregator () external view returns (address);

4 function latestAnswer () external view returns (int256);

5 function latestRound () external view returns (uint80);

6

7 function getRoundData(uint80 roundId)

8 external view returns (

9 uint80 roundId ,

10 int256 answer ,

11 uint256 startedAt ,

12 uint256 updatedAt ,

13 uint80 answeredInRound

14 );

15 }� �
Listing 1: Chainlink Price Feed Interface

2.2 Pyth Network Integration

Pyth Network provides high-frequency price updates with sub-second latency, crucial for derivatives
trading:

• Pull-based updates: Validators fetch prices on-demand

• Confidence intervals: Each price includes uncertainty bounds

• Publisher diversity: Aggregates from 70+ first-party publishers

• Cross-chain availability: Native support for Lux’s multi-chain architecture

2.3 Median Aggregation Algorithm

To ensure price reliability, Lux employs a robust median aggregation mechanism:

Pfinal = median{P1, P2, ..., Pn} (1)

Where Pi represents individual price feeds. The median approach provides resistance to ma-
nipulation:

Manipulation Cost = ⌈n+ 1

2
⌉ × Feed Cost (2)

2.4 Update Frequency and Latency

The oracle system implements adaptive update frequencies based on market conditions:
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� �
1 contract FastPriceFeed is ISecondaryPriceFeed {

2 uint256 public constant MAX_PRICE_DURATION = 30 minutes;

3 uint256 public priceDuration;

4 uint256 public maxPriceUpdateDelay;

5

6 struct PriceDataItem {

7 uint160 refPrice; // Chainlink price

8 uint32 refTime; // Last updated timestamp

9 uint32 cumulativeRefDelta; // Cumulative price delta

10 uint32 cumulativeFastDelta; // Fast price delta

11 }

12

13 function setPrice(address token , uint256 price)

14 external onlyUpdater {

15 require(block.timestamp < lastUpdatedAt + maxPriceUpdateDelay);

16

17 PriceDataItem memory data = priceData[token];

18 uint256 refPrice = getRefPrice(token);

19 uint256 deviation = getDeviation(price , refPrice);

20

21 require(deviation < maxDeviationBasisPoints);

22 prices[token] = price;

23 lastUpdatedAt = block.timestamp;

24 }

25 }� �
Listing 2: Fast Price Feed Implementation

3 AI Oracle (LP-106)

3.1 ILuxAIOracle Interface

The AI Oracle interface enables smart contracts to request and receive AI-generated insights:� �
1 interface ILuxAIOracle {

2 struct AIRequest {

3 string prompt;

4 string model;

5 uint256 maxTokens;

6 uint256 temperature;

7 address callback;

8 bytes32 requestId;

9 }

10

11 struct AIResponse {

12 bytes32 requestId;

13 string response;

14 uint256 tokensUsed;

15 uint256 cost;

16 bytes signature; // Proof of inference

17 }

18

19 function requestInference(

20 AIRequest calldata request

21 ) external payable returns (bytes32 requestId);

22

23 function fulfillInference(
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24 AIResponse calldata response

25 ) external;

26

27 function verifyInference(

28 bytes32 requestId ,

29 bytes calldata proof

30 ) external view returns (bool);

31 }� �
Listing 3: AI Oracle Smart Contract Interface

3.2 LLM Gateway Integration

Integration with Hanzo’s LLM Gateway provides access to 100+ language models:

• Model Selection: Automatic routing to optimal model based on task

• Cost Optimization: Intelligent selection of cheapest suitable provider

• Fallback Mechanism: Automatic failover across multiple providers

• Response Caching: Deduplication of identical requests

3.3 On-chain AI Inference

The system enables verifiable AI inference directly within smart contracts:

Proof = Signprovider(Hash(model||input||output||timestamp)) (3)

This cryptographic proof ensures inference authenticity and enables trustless verification.

3.4 Use Cases

3.4.1 Sentiment Analysis

Analysis of social media and news sentiment for trading signals:� �
1 function analyzeSentiment(string [] memory sources)

2 external returns (bytes32) {

3 AIRequest memory request = AIRequest ({

4 prompt: formatSentimentPrompt(sources),

5 model: "claude -3-opus",

6 maxTokens: 500,

7 temperature: 0,

8 callback: address(this),

9 requestId: keccak256(abi.encode(sources , block.number))

10 });

11

12 return aiOracle.requestInference{value: msg.value}( request);

13 }� �
Listing 4: Sentiment Analysis Request
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3.4.2 Risk Scoring

Automated risk assessment for lending and derivatives:

Risk Score = fAI(volatility, liquidity, correlation,market conditions) (4)

4 Oracle Security

4.1 MEV Protection Mechanisms

Maximum Extractable Value (MEV) poses significant risks to oracle updates. Lux implements
several protection mechanisms:

1. Commit-Reveal Scheme: Two-phase oracle updates prevent front-running

2. Time-Weighted Average Prices (TWAP): Resistance to flash loan attacks

3. Private Mempool: Oracle transactions bypass public mempool

4. Threshold Signatures: Multiple validators must agree on updates

4.2 Oracle Manipulation Attacks

Protection against various manipulation vectors:� �
1 contract SecureOracle {

2 uint256 constant MAX_DEVIATION = 500; // 5%

3 uint256 constant MIN_SOURCES = 3;

4

5 function validatePrice(

6 uint256 newPrice ,

7 uint256 currentPrice ,

8 uint256 [] memory sources

9 ) internal pure returns (bool) {

10 require(sources.length >= MIN_SOURCES);

11

12 uint256 deviation = abs(newPrice - currentPrice)

13 * 10000 / currentPrice;

14 require(deviation <= MAX_DEVIATION);

15

16 uint256 median = calculateMedian(sources);

17 uint256 priceDeviation = abs(newPrice - median)

18 * 10000 / median;

19 require(priceDeviation <= MAX_DEVIATION);

20

21 return true;

22 }

23 }� �
Listing 5: Oracle Manipulation Protection
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4.3 Multi-Source Validation

Oracle data validation across multiple independent sources:

Valid =

{
true if |Pi−Pmedian

Pmedian
| < θ for all i

false otherwise
(5)

Where θ is the maximum allowed deviation threshold (typically 5%).

4.4 Circuit Breakers and Anomaly Detection

Automated safeguards against extreme market conditions:� �
1 contract CircuitBreaker {

2 mapping(address => PriceData) public priceHistory;

3 uint256 public circuitBreakerThreshold = 2000; // 20%

4

5 struct PriceData {

6 uint256 price;

7 uint256 timestamp;

8 bool paused;

9 }

10

11 function checkCircuitBreaker(

12 address token ,

13 uint256 newPrice

14 ) internal {

15 PriceData memory lastData = priceHistory[token];

16

17 if (lastData.timestamp > 0) {

18 uint256 priceChange = abs(newPrice - lastData.price)

19 * 10000 / lastData.price;

20

21 if (priceChange > circuitBreakerThreshold) {

22 priceHistory[token]. paused = true;

23 emit CircuitBreakerTriggered(token , priceChange);

24 require(false , "Circuit breaker activated");

25 }

26 }

27

28 priceHistory[token] = PriceData ({

29 price: newPrice ,

30 timestamp: block.timestamp ,

31 paused: false

32 });

33 }

34 }� �
Listing 6: Circuit Breaker Implementation

5 Cross-Chain Oracle Coordination

5.1 Bridge Integration with M-Chain

Lux’s M-Chain (Meta Chain) coordinates oracle data across multiple chains:
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Figure 1: Cross-chain oracle coordination architecture

5.2 Cross-Chain Price Consistency

Ensuring price consistency across chains through consensus mechanisms:

Consistency Score = 1− max(|Pi − Pj |)
avg(Pi, Pj)

∀i, j ∈ chains (6)

5.3 Warp Messaging for Oracle Updates

Lux’s Warp messaging protocol enables efficient cross-chain oracle updates:� �
1 struct WarpOracleMessage {

2 uint256 chainId;

3 address token;

4 uint256 price;

5 uint256 timestamp;

6 bytes32 merkleRoot;

7 bytes signatures;

8 }

9

10 function verifyWarpMessage(

11 WarpOracleMessage memory message

12 ) public view returns (bool) {

13 bytes32 messageHash = keccak256(abi.encode(

14 message.chainId ,

15 message.token ,

16 message.price ,

17 message.timestamp

18 ));

19

20 return verifySignatures(

21 messageHash ,

22 message.signatures ,

23 requiredSigners

24 );

25 }� �
Listing 7: Warp Oracle Message Structure
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6 Performance Metrics

6.1 Update Latency

Oracle update latency breakdown for critical trading pairs:

Component Latency (ms) Percentage

Data aggregation 250 14.7%
Validation 150 8.8%
Consensus 500 29.4%
On-chain update 800 47.1%

Total 1700 100%

Table 1: Oracle update latency breakdown (sub-2s for critical pairs)

6.2 Gas Costs

Optimized gas consumption for oracle operations:

Operation Gas Cost

Single price update 45,000
Batch update (10 prices) 180,000
AI oracle request 85,000
AI response callback 120,000
Cross-chain relay 65,000

Table 2: Gas costs for oracle operations

6.3 Reliability Metrics

System reliability over the past quarter:

• Uptime: 99.92% (7 minutes downtime/month)

• Success Rate: 99.98% of oracle updates successful

• Data Accuracy: 0.02% average deviation from reference prices

• Response Time: P95 latency under 2 seconds

• Throughput: 1,000+ price updates per second capacity

7 Economic Model

7.1 Oracle Node Incentives

Oracle nodes are incentivized through a combination of rewards and penalties:
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Rewardi = Base Reward + Accuracy Bonusi − Penaltyi (7)

Where:

Accuracy Bonusi = α · e−β·|deviationi| (8)

Penaltyi = γ ·max(0,deviationi − θ)2 (9)

Parameters:

• α: Maximum accuracy bonus (100 LUX)

• β: Accuracy decay factor (0.5)

• γ: Penalty multiplier (10)

• θ: Acceptable deviation threshold (0.5%)

7.2 Penalty Mechanisms for Bad Data

Progressive penalty system for malicious or faulty oracles:� �
1 contract OraclePenalty {

2 struct OracleNode {

3 uint256 stake;

4 uint256 reputation;

5 uint256 violations;

6 uint256 lastViolation;

7 }

8

9 function penalizeBadData(

10 address oracle ,

11 uint256 deviation

12 ) external {

13 OracleNode storage node = oracles[oracle ];

14

15 // Calculate penalty based on deviation and history

16 uint256 penalty = calculatePenalty(

17 deviation ,

18 node.violations ,

19 node.reputation

20 );

21

22 // Apply penalty

23 node.stake = node.stake.sub(penalty);

24 node.violations ++;

25 node.reputation = node.reputation.mul (90).div (100);

26

27 // Slash stake if violations exceed threshold

28 if (node.violations > MAX_VIOLATIONS) {

29 slashStake(oracle , node.stake);

30 removeOracle(oracle);

31 }

32

33 emit OraclePenalized(oracle , penalty , deviation);

34 }

35 }� �
Listing 8: Oracle Penalty System
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7.3 Fee Structure

Oracle service fees for different tiers:

Service Tier Update Frequency Monthly Fee (LUX)

Basic 60 seconds 100
Standard 10 seconds 500
Premium 1 second 2,000
AI Oracle On-demand Pay-per-request
Enterprise Custom Custom pricing

Table 3: Oracle service pricing tiers

8 Mathematical Foundations

8.1 Byzantine Fault Tolerance

The oracle system maintains Byzantine fault tolerance with threshold f failures:

n ≥ 3f + 1 (10)

Where n is the total number of oracle nodes. For Lux’s implementation with 21 oracle nodes:

fmax = ⌊21− 1

3
⌋ = 6 (11)

8.2 Outlier Detection

Statistical outlier detection using modified Z-score:

Mi = 0.6745 · |Pi − P̃ |
MAD

(12)

Where:

• Mi: Modified Z-score for price Pi

• P̃ : Median price

• MAD: Median Absolute Deviation = median|Pi − P̃ |

Prices with Mi > 3.5 are rejected as outliers.

8.3 Oracle Reputation Scoring

Dynamic reputation scoring based on historical performance:

Rt = ω ·Rt−1 + (1− ω) · St (13)

Where:

• Rt: Reputation at time t
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• ω: Decay factor (0.95)

• St: Current performance score

Performance score calculation:

St =
1

1 + d2
· 1

1 + l
· a (14)

Where:

• d: Price deviation from median (normalized)

• l: Latency in seconds

• a: Availability (0 or 1)

9 Implementation Details

9.1 Smart Contract Architecture

The oracle system consists of modular smart contracts:� �
1 contract OracleSystem {

2 IPriceFeed public chainlinkFeed;

3 IPythNetwork public pythFeed;

4 ILuxAIOracle public aiOracle;

5 IFastPriceFeed public fastPriceFeed;

6

7 mapping(address => PriceData) public prices;

8 mapping(address => OracleConfig) public configs;

9

10 struct PriceData {

11 uint256 price;

12 uint256 timestamp;

13 uint256 confidence;

14 bytes32 proof;

15 }

16

17 struct OracleConfig {

18 address [] sources;

19 uint256 minSources;

20 uint256 maxDeviation;

21 uint256 updateInterval;

22 }

23

24 function updatePrice(

25 address token ,

26 uint256 [] memory sourcePrices ,

27 bytes [] memory proofs

28 ) external onlyOracle {

29 validateSources(token , sourcePrices);

30 uint256 finalPrice = aggregatePrice(sourcePrices);

31

32 prices[token] = PriceData ({

33 price: finalPrice ,

34 timestamp: block.timestamp ,

35 confidence: calculateConfidence(sourcePrices),
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36 proof: generateProof(token , finalPrice)

37 });

38

39 emit PriceUpdated(token , finalPrice);

40 }

41 }� �
Listing 9: Oracle System Architecture

9.2 Off-Chain Infrastructure

Oracle nodes run specialized software for data collection and validation:

• Data Collectors: Fetch prices from exchanges and aggregators

• Validators: Verify data integrity and apply business rules

• Aggregators: Combine multiple data sources

• Publishers: Submit validated data to blockchain

9.3 Monitoring and Alerting

Comprehensive monitoring system for oracle health:� �
1 class OracleMonitor:

2 def __init__(self):

3 self.metrics = {

4 ’latency ’: [],

5 ’accuracy ’: [],

6 ’uptime ’: 0,

7 ’errors ’: []

8 }

9

10 def check_health(self):

11 # Monitor latency

12 if self.get_p95_latency () > 2000: # 2 seconds

13 self.alert("High latency detected")

14

15 # Check accuracy

16 deviation = self.calculate_deviation ()

17 if deviation > 0.05: # 5%

18 self.alert(f"Price deviation: {deviation}")

19

20 # Verify all sources active

21 inactive = self.check_inactive_sources ()

22 if len(inactive) > 0:

23 self.alert(f"Inactive sources: {inactive}")

24

25 # Check for manipulation attempts

26 if self.detect_manipulation ():

27 self.alert("Potential manipulation detected")

28 self.trigger_circuit_breaker ()� �
Listing 10: Oracle Monitoring System
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10 Future Work and Improvements

10.1 Planned Enhancements

1. Zero-Knowledge Proofs: Privacy-preserving oracle updates

2. Decentralized AI Inference: Distributed LLM execution

3. Quantum-Resistant Signatures: Post-quantum cryptography for oracle attestations

4. Layer 2 Oracle Networks: Dedicated oracle appchains for scalability

5. Cross-Protocol Standards: Interoperability with other oracle networks

10.2 Research Directions

• Incentive Mechanism Optimization: Game-theoretic analysis of oracle rewards

• Latency Reduction: Sub-second updates for all price pairs

• AI Model Verification: Cryptographic proofs of model execution

• Adaptive Security: Machine learning for anomaly detection

10.3 Ecosystem Integration

Future integration targets:

• Band Protocol: Additional price feed redundancy

• API3: First-party oracle integration

• UMA: Optimistic oracle for prediction markets

• Tellor: Decentralized oracle for long-tail assets

11 Conclusion

The Lux Oracle Infrastructure represents a comprehensive solution to the oracle problem, combining
traditional price feed mechanisms with innovative AI-powered capabilities. Through integration
with established providers like Chainlink and Pyth Network, the system ensures reliable, low-
latency price data for DeFi applications. The addition of AI oracles via LP-106 and Hanzo’s LLM
Gateway extends functionality beyond simple price feeds, enabling complex on-chain analytics, risk
assessment, and natural language processing.

Our multi-layered security approach, incorporating MEV protection, circuit breakers, and
Byzantine fault tolerance, ensures system resilience against manipulation and technical failures.
The cross-chain coordination through M-Chain and Warp messaging maintains consistency across
Lux’s multi-chain ecosystem, while the economic model properly incentivizes honest oracle partic-
ipation.

Performance metrics demonstrate the system’s production readiness, with sub-2-second latency
for critical pairs, 99.9% uptime, and gas costs under 100,000 units per update. As blockchain
applications continue to evolve, the Lux Oracle Infrastructure provides a robust foundation for
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the next generation of decentralized applications, bridging the gap between on-chain logic and real-
world data while maintaining the security and decentralization principles fundamental to blockchain
technology.
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