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Abstract

We present a unified threshold cryptographic
framework for omnichain asset custody deployed
in the Lux Teleport bridge protocol. The frame-
work integrates two complementary threshold
signature schemes—FROST (Flexible Round-
Optimized Schnorr Threshold) for Ed25519 and
BIP-340 Taproot chains, and CGGMP21 for
threshold ECDSA on secp256k1 chains—to pro-
vide native signature verification on every ma-
jor blockchain without on-chain multisig over-
head. FROST covers 12 chain families (Solana,
TON, Sui, Aptos, Cosmos, Polkadot, NEAR,
Stellar, Cardano, Algorand, Tezos, Bitcoin Tap-
root) with 2-round signing producing standard
64-byte Schnorr signatures. CGGMP21 cov-
ers 5 chain families (Ethereum and all EVM
chains, TRON, XRPL, StarkNet, legacy Bit-
coin) with identifiable abort producing stan-
dard 65-byte ECDSA signatures. Both proto-
cols share a common distributed key generation
(DKG) phase with no trusted dealer, a proac-
tive key refresh mechanism that rotates shares
without changing the public key, and a 7-day
timelocked signer rotation with on-chain visibil-
ity. We prove unforgeability under t—1 static cor-
ruption for both protocols in the random oracle
model, give a formal composition theorem estab-
lishing that the dual-protocol system maintains
security when sharing infrastructure, and present
gas cost measurements for signature verification
across 17 chain families. The system is imple-
mented in Go at github.com/luxfi/threshold
and github.com/luxfi/mpc, deployed in pro-
duction securing cross-chain assets on Lux Tele-
port.

1 Introduction

Cross-chain bridges must hold custody of assets
on source chains while issuing representations on
destination chains. The security of billions of dol-
lars in locked value depends on how the custodial
key is managed. Three approaches dominate pro-
duction deployments:

1. Multisig: k-of-n on-chain multisignature.

Transparent but expensive (linear gas cost in
k) and chain-specific (not all chains support
native multisig).

2. Trusted committee: A centralized signer
or small committee holds the private key.
Cheap verification but catastrophic failure
mode.

3. Threshold signatures: t-of-n MPC-based
signing produces a single standard signature
indistinguishable from a single-signer out-
put. Constant verification cost. No on-chain
multisig infrastructure required.

Threshold signatures are the only approach
that achieves both constant on-chain cost and
distributed trust. However, the blockchain
ecosystem uses two incompatible signature fami-
lies: ECDSA (secp256kl) for Ethereum, Bitcoin
legacy, TRON, and XRPL; and Schnorr/EdDSA
(Ed25519 or BIP-340) for Solana, Cardano,
TON, Polkadot, Cosmos, and Bitcoin Taproot.
No single threshold protocol covers both.

Contribution. We present a dual-protocol
threshold framework:

e FROST [1] for Schnorr/EdDSA chains: 2-
round threshold signing, 64-byte signatures,
compatible with Ed25519 and BIP-340.

e CGGMP21 [2]| for ECDSA chains: thresh-
old ECDSA with identifiable abort, 65-byte
signatures, compatible with secp256k1.

e Shared infrastructure: common DKG,
key refresh, signer rotation, and monitoring
layer for both protocols.

e Formal composition: proof that shar-
ing infrastructure between the two protocols
does not degrade security of either.

The framework is deployed in Lux Tele-
port, securing cross-chain transfers across 18
native bridge programs and 270 registered
chain IDs. On-chain verification uses a single
MPC group address—the aggregate public key
from DKG—rather than individual signer keys:
ecrecover(digest, o) = mpcGroupAddress. In-
dividual signer identities exist for accountability
and identifiable abort only.



1.1 Notation

We use the following notation throughout. Let
G denote a cyclic group of prime order g with
generator G. For a set S of signers with |S| = ¢,
the Lagrange coefficient of party i in S is A\; g =
esjzi 75 755 mod g. We write H : {0,1}* — F,
for a collision-resistant hash function modeled as
a random oracle. [n] denotes {1,...,n}. &g
denotes uniform sampling from set S.

2 System Model and Definitions

Definition 2.1 (Threshold Signature Scheme).
A (t,n)-threshold signature scheme TSS consists
of four algorithms:
e DKG(1*,t,n) — (pk,{sk;}",): Distributed
key generation with no trusted dealer.
o Sign(m, S, {sk;}ics) = o: Threshold signing
with |S| > t.
o Verify(m,o,pk) — {0,1}: Standard single-
key verification.
e Refresh({sk;}™ ;) — {ski}™,:

share refresh preserving pk.

Proactive

Definition 2.2 (Unforgeability under t—1 Cor-
ruption). TSS is unforgeable under static t—1
corruption if for all PPT adversaries A control-
ling at most t — 1 parties:

Pr Verify(m*,a*, pk) =1 (m o ) y ASlgn

where |C| < t—1 and m* was not queried to Sign.

Definition 2.3 (Identifiable Abort). TSS sat-
isfies identifiable abort if whenever Sign fails to
produce a valid signature, the honest parties can
identify at least one malicious party from the pro-
tocol transcript with overwhelming probability.

2.1 Adversary Model

We consider a static adversary A that corrupts
up to t—1 of n parties before the protocol begins.
Corrupted parties may deviate arbitrarily from
the protocol (Byzantine faults). Communication
is authenticated: A can delay but not forge mes-
sages between honest parties. We model hash
functions as random oracles.

2.2 Chain Coverage Model

Let CrrosT and Crgcpsa partition the set of sup-
ported blockchains by their native signature ver-
ification:

Crrost = {Ed25519 chains} U {BIP-340 chains}
Crcpsa = {secp256k1 chains}

For any chain ¢ € Cprost UCrcDsa, Lux Tele-
port holds assets under a threshold public key pk,.
such that on-chain verification uses the chain’s
native Verify function—mo custom verifier con-
tracts, no multisig wrappers.

3 FROST Protocol

FROST (Flexible Round-Optimized Schnorr
Threshold signatures) [1] provides (t,n)-
threshold Schnorr signatures in two rounds. We
describe the protocol over a generic group G and
specialize to Ed25519 and BIP-340 in Section 5.

3.1 Distributed Key Generation
FROST DKG uses Pedersen’s verifiable secret

sharing [6] with Feldman commitments [7].

Algorithm 1 FROST Distributed Key Genera-

(pk, {ski}) « DKG(1* o)

pkffeﬂglre }“}ﬁe@ﬁ@l@\i participants n, generator

Ensure: Public key Y, shares {s;}",
1: for each party i € [n] do

2: ai & F, > secret coefficient

3: azk<—]F forkE[t—l}

4: Define fi(z) = S°0_4 aipa®

5: Broadcast C; , = a; -G for k =0,...,t—
1

6: Send f;(j) to party j over secure channel

7: end for

8: for each party j € [n ] do

o Verify: ()G Xih b Cu

10: Compute share s; = > " | fi(j ) mod ¢
11: Compute public key Y =>"" | C;
12: end for

13: return (Y, {s;},)




Lemma 3.1 (DKG Correctness). If all parties
are honest, then s; is a valid Shamir share of
s =y, a0 under threshold t, andY = s - G.

Proof. Define f(z) = Y 1, fi(z). Then f(0) =
Yoiiaio = s and s; = f(j) for each j. Since
each f; has degree t — 1, f has degree t — 1,
so {(J,s;)}}=1 are Shamir shares with thresh-
old ¢t. The public key satisfies Y = Y | Cijo =
Soriaio-G=s-G. O

3.2 Two-Round Signing

Algorithm 2 FROST Threshold Signing
Require: Message m, signer set S with |S| > ¢,
shares {s;}ics, public key Y
Ensure: Signature o = (R, 2)
Round 1: Commitment
. for each signer i € S do

1
2: di, €; i Fq
3: (DZ‘, Ez) — (dZ -G, e - G)
4 Broadcast (i, D;, E;)
5: end for

Round 2: Response
6: B = {(i,Di,Ei)}ies
7. for each signer ¢ € S do
8: pi < Hi(i,m, B)
9: end for
R > ies(Di+pi- Ej)
: ¢« Hy(R,Y,m)
. for each signer i € S do
Zi<—di+pi-ei+Ng-si-c
Broadcast z;
: end for
P2 ) g%
. Verify: s GZR+c Y
: return 0 = (R, 2)

> commitment list

> binding factor

> Schnorr challenge

Theorem 3.2 (FROST Correctness). If all sign-
ers in S follow the protocol, the resulting signa-
ture (R, z) satisfies the Schnorr verification equa-
tionz-G=R+c-Y.

Proof.
z-G = (Z zi> -G
i€S
= Z (di + piei + Nissic) - G
i€S
= Z(Dl + PiEi) + CZ )\i,ssi -G
1€S €S

=R+c-s-G=R+c-Y
where the last equality uses the Lagrange inter-
polation property > ..g Ai 58i = s. ]
3.3 Chain Coverage

FROST produces signatures compatible with the
following chain families:

Chain Family Curve Sig. Format Size
Solana Ed25519 (R, s) 64 B
TON Ed25519 (R, s) 64 B
Sui (Ed25519 mode) Ed25519 (R, s) 64 B
Aptos Ed25519 (R, s) 64 B
Cosmos/IBC Ed25519 (R,s) 64 B
Polkadot/Substrate ~ Sr25519* (R, s) 64 B
NEAR Bd25519  (R,s) 64 B
Stellar Bd25519  (R,s) 64 B
Cardano Ed25519 (R, s) 64 B
Algorand Ed25519 (R, s) 64 B
Tezos Ed25519 (R, s) 64 B
Bitcoin Taproot secp256kl’ (R, s) 64 B
Table 1: FROST chain coverage. *Polkadot

Sr25519 uses Ristretto Schnorr; FROST adapts
via the Ristretto encoding.  TBIP-340 uses
secp256kl with Schnorr verification; see Sec-
tion 5.

4 CGGMP21 Protocol

CGGMP21 [2] provides (t,n)-threshold ECDSA
with identifiable abort. The protocol separates
into an offline presigning phase and a fast online
signing phase.

4.1 Key Generation
CGGMP21 DKG extends Feldman VSS with

Paillier encryption and zero-knowledge proofs



to enable multiplicative-to-additive (MtA) share
conversion during signing.

Algorithm 3 CGGMP21 Distributed Key Gen-

eration
Require: Threshold ¢, participants n, generator

G on secp256k1
Ensure: Public key @, shares {z;}, Paillier
keys {(Ni,pi, qi)}
1: for each party i € [n] do
2: ajgo) i Fy, define VSS polynomial f; of
degree t — 1
Generate safe primes p;, q;; set N; = p;q;

Broadcast X; = mgo) -G with commitment

Prove Ilsh: knowledge of xEO) w.r.t. X;
Prove Ilho4: IV; is a Blum integer
Prove Ilpm: ring-Pedersen parameters
are well-formed
8: Send f;(7) encrypted under party j’s Pail-
lier key
9: end for
10: for each party j € [n] do
11: Verify all proofs Isch, [Imod, prm

12: Decrypt and verify Feldman commit-
ments

13: zj < >y fi(j) mod ¢

14: end for

15: Q + Y1 X;
16: return (Q,{z;},{Ni,pi,¢})

4.2 Presigning (Offline Phase)

The presigning protocol generates nonce shares
and MtA conversion values that enable fast on-
line signing. Each presignature is single-use.

Algorithm 4 CGGMP21 Presigning

Require: Signer set S with |S| > ¢, shares
{xi}ies
Ensure: Presignature record (R, k;, ;) for each
ie s
1: for each signer i € S do
2: ]{Z', Yi (i Fq
3: Ki%ki-G,Fi%%'G
4 Broadcast K; with Ilenc proof
5: end for
MtA Conversion:
for each pair (i,j) € S x S, i # j do
Run MtA(k‘i,’)/j) — (aijaﬁij)
such that o;; + B = ki - 4
Run MtA(ki,JZj) — (&ijaﬁij)
10: end for
11: for each signer i € S do
122 8 ki + D (cuy + Bii)
1 X ¢ kw305 (Gay + Bi)
14: end for
15: 6 <= Y icg 0 > reconstruct k - -y
16: I'<= > . T > reconstruct v - G
17 R+ 61T, r+ R,modq
18: return (R, 7, {ki, Xi}ics)

4.3 Online Signing

Given a presignature and message m, online sign-
ing requires a single round:

Algorithm 5 CGGMP21 Online Signing

Require: Message m, presignature
(R, 7, {ki; xi}ies)
Ensure: ECDSA signature (7, s)
1: for each signer ¢ € S do
2 U¢<—ki'H(m)+T'Xi
3 Broadcast o;
4: end for
5 54 Y icg0imod q
6: Normalize: if s > ¢/2 then s < ¢ —s >

low-s form
Verify: ECDSA Verify(m, (r, s), Q) 21
8: if verification fails then
: Identify aborter via Iljogs proofs >
identifiable abort
10: end if
11: return (7, s)

o




Theorem 4.1 (CGGMP21 Correctness). If all
signers follow the protocol, then s = k=Y(H (m)+
r-x) mod q where k =), g ki-\i g and x is the
secret key.

1€S

Proof. The MtA conversion ensures ) ;.o Xi =

k-xzand ), qd; = k-vwhere y =3, g7 Ais.
Then:

SZZUiZZ(/%'H(m)JFT'Xi)
i €S
=k-Hm)+r-k-z=kH(m)+r- x)

Since R = (k-y)"(v-G) = kLG, the value r =
R, corresponds to k~!-G, and s = k(H (m)+rzx).
After division by k in the verification equation,
this yields a valid ECDSA signature. O

1. Lift P, to point P with even y-coordinate.
2. Lift R, to point R with even y-coordinate.
3. Compute e = Hppo340/challenge (1 || Px[|m).
4. Acceptiff s-G=R+e-P.

5.2 FROST KeygenTaproot

Standard FROST keygen produces a full public
key Y = (Y,,Y,). BIP-340 requires x-only keys
(implicitly even y-coordinate). We define KEY-
GEN'TAPROOT:

Algorithm 6 FROST KeygenTaproot

Require: Standard FROST DKG
(Y, {sib)
Ensure: x-only public key P,, adjusted shares
{si}
: if Y has odd y-coordinate then

output

=

4.4 Chain Coverage 2: s < q— s; for all i € [n] > negate all
shares
CGGMP21 produces standard ECDSA signa- 3. P+ —Y b now has even y-coordinate
tures for the following chain families: 4 else
B s, — s; for all ¢
Chain Family Curve Sig. Format Size 6: Py
Ethereum / EVM  secp256kl (v, 7, s) 65 B 7: end if
TRON secp256kl (v, 7, s) 65 B 8. P, < x-coordinate of P > 32 bytes
XRPL secp256kl  DER-encoded 70-72 8 Loturn (P, { s; ?:1)
StarkNet* secp256kl (7, s) 64 B
Bitcoin (legacy) secp256kl DER-encoded 70-72 B

Table 2: CGGMP21 chain coverage. *StarkNet
account abstraction allows arbitrary signature
schemes; the Lux Teleport StarkNet adapter uses
secp2b6kl ECDSA via a signature verifier ac-
count.

5 Bitcoin Taproot Integration

Bitcoin Taproot (BIP-341 [4]) uses Schnorr sig-
natures per BIP-340 [3] over secp256kl with x-
only public keys. This requires specific adapta-
tions to the FROST protocol.

5.1 BIP-340 Schnorr Signatures

BIP-340 defines Schnorr verification as follows.
Given message m, signature (R,,s) where R, is
the 32-byte x-coordinate of R, and x-only public
key P,:

5.3 FROST SignTaproot

Signing must also ensure R has even y-coordinate
per BIP-340:

Algorithm 7 FROST SignTaproot
Require: Message m, signer set S, adjusted
shares {s}}, x-only key P,
Ensure: BIP-340 signature (R, 2)
1: Execute FROST Rounds 1-2 (Algorithm 2)
to obtain (R, 2)

if R has odd y-coordinate then

R+ -R

Z4q—2z > negate response
end if

R, < x-coordinate of R

€< HBIP0340/cha11enge(R:vHPx||m)

Verify: z-G;R—I—e-P

return (R;, z) > standard 64-byte BIP-340
signature




Proposition 5.1 (Taproot Compatibility). Sig-
natures produced by Algorithm 7 pass BIP-340
verification by any standard Bitcoin Taproot ver-

ifier.

Proof. The negation steps ensure both R and P
have even y-coordinates, matching the BIP-340
convention. The challenge hash uses R, and P,
per the BIP-340 tagged hash specification. The
verification equation z -G = R + e - P is the
standard Schnorr equation. Since the output is
a pair (R, z) of two 32-byte values, it conforms
to the 64-byte BIP-340 signature format. O

5.4 Tapscript Integration

For Taproot outputs using Tapscript (BIP-
342 [5]), the threshold public key P, can be
placed in the key-path spend, enabling direct
Schnorr spending without revealing the thresh-
old structure. This provides:

e Privacy: On-chain, the UTXO is indistin-
guishable from a single-signer Taproot out-
put. The threshold structure is never re-
vealed.

e Efficiency: Key-path spends are the cheap-
est Bitcoin transaction type (1 input wit-
ness: 64-byte signature).

e Fallback: Script-path spends can encode
alternative spending conditions (e.g., time-
locked recovery) in the Tapscript tree.

6 Key Management

Both FROST and CGGMP21 share a common
key management layer providing distributed key
generation, proactive refresh, and signer rota-
tion.

6.1 Distributed Key Generation

Both protocols use Feldman VSS [7| for DKG
with no trusted dealer. The shared structure is:
1. Each party ¢ samples a random polynomial
fi of degree t — 1 and broadcasts Feldman
commitments C;, = a; 1 - G.
2. Parties exchange encrypted shares and ver-
ify against commitments.

3. The public key is pk = > | Cj 0.

The difference is that CGGMP21 addition-
ally requires Paillier key generation and zero-
knowledge proofs (IImod, Hprm, Isch) for the MtA
sub-protocol.

Remark 6.1. DKG is the most computation-
ally expensive phase. For FROST, DKG com-
pletes in 12-18ms for a 3-of-5 configuration. For
CGGMP21, Paillier safe prime generation dom-
inates at 800-1200ms for 2048-bit moduli. DKG
runs once per key; its cost is amortized over all
subsequent signing operations.

6.2 Proactive Key Refresh

Key refresh replaces all shares without changing
the public key, limiting the window during which
a compromised share is useful.

Algorithm 8 Proactive Key Refresh

Require: Current shares {s;}?" ;, threshold ¢
Ensure: New shares {s}}7 ; with same public
key
. for each party i € [n| do
Sample g;(z) of degree t—1 with ¢;(0) =0
Broadcast commitments G; j, = g; -G for
k=0,...,t—1
4: Verify G; o = O (identity point) >
ensures zero constant
Send g;(j) to party j
end for
for each party j € [n] do
Verify commitments: g;(j) -G = ijk .
Gik
9: S; <—sj+2?:19i(j) mod ¢
10: end for

Wy

Lemma 6.1 (Refresh Preserves Public Key). Af-
ter refresh, the public key is unchanged: pk’ = pk.

Proof. The new secret is s’ = s+ Y ", g;(0) =
5+0 = s. Therefore pk' = s'-G = s-G = pk. [

Lemma 6.2 (Forward Security). An adversary
who compromises t — 1 shares from epoch e and
t — 1 shares from epoch e + 1 cannot reconstruct
the secret key, provided at least one honest party
participated in the refresh.



Proof. Shares from different epochs lie on differ-
ent polynomials. The adversary holds t—1 points
on each of two degree-(¢t — 1) polynomials shar-
ing the same constant term. Reconstructing s
from ¢ — 1 points on a single polynomial is infea-
sible by Shamir’s information-theoretic security.
Combining shares across epochs does not help
because the refresh polynomials g; are indepen-
dently random—the adversary cannot correlate
shares across epochs without knowing at least
one honest party’s refresh polynomial. O

6.3 Signer Rotation

Signer rotation changes the set of authorized
signers (e.g., replacing a decommissioned node).
Unlike key refresh, rotation changes the set [n]
itself.

Definition 6.1 (Signer Rotation). A signer ro-
tation from set P = {Py,...,P,} to set P' =
{P|,...,P,} with overlap P NP’ > t proceeds
as:

1. Announce (on-chain): New MPC group
address is posted with a configurable rota-
tion delay (default 24h, governor-settable €
[0,7d]).

2. Reshare: After delay expiry, t members of
P run an LSS dynamic resharing protocol
to generate shares for P’ under the same
public key (0.14ms for 3 — 5, 3.5ms for
50 — 100).

3. Activate: P’ proves liveness by producing
a threshold signature, and the on-chain reg-
istry transitions to the new group address.

4. Revoke: Old shares from P\ P’ are zeroed.

The rotation delay is an operational parame-
ter, not a security invariant—the MPC thresh-
old is the trust model. Setting the delay to 0
enables instant rotation when operationally re-
quired (e.g., emergency signer replacement). The
delay provides on-chain visibility: any observer
can verify the upcoming rotation and challenge
it (e.g., via governance) before activation.

Theorem 6.3 (Rotation Security). If the adver-
sary controls fewer than t parties in both P and
P’ then rotation preserves unforgeability.

Proof. The resharing protocol is a DKG where
the secret s is determined by the old shares rather
than fresh randomness. From the perspective of
P’, the shares are identically distributed to fresh
DKG shares (a random polynomial of degree ¢'—1
with f(0) = s). Security follows from the DKG
security theorem applied to P’ with the fixed se-
cret s. O

7 Security Analysis

7.1 FROST Unforgeability

Theorem 7.1 (FROST Unforgeability [1]).
FROST is unforgeable under t—1 static cor-
ruption in the random oracle model, assuming

the hardness of the Discrete Logarithm Problem
(DLP) in G.

Proof sketch. The proof reduces to the unforge-
ability of standard Schnorr signatures via a sim-
ulation argument. Given a forger F that breaks
FROST with ¢t — 1 corrupt parties, we construct
a reduction R that breaks the Schnorr signature
scheme:

1. R receives Schnorr public key Y* from the
Schnorr challenger.

2. R simulates DKG by embedding Y™ as the
aggregate key, using the simulator’s ability
to program random oracle Ho.

3. R answers F’s signing queries by querying
its own Schnorr signing oracle: the t — 1
corrupt shares plus the simulated honest
party’s response produce a valid threshold
signature.

4. When F outputs a forgery (m*,o*) on an
unqueried message, R extracts a Schnorr
forgery using the forking lemma [14] applied
to the random oracle.

The reduction is tight up to a factor of qg

(number of random oracle queries) due to the
forking lemma. O

7.2 CGGMP21 Security

Theorem 7.2 (CGGMP21 Unforgeability with
Identifiable Abort [2]). CGGMP21 is unforgeable
under t—1 static corruption in the UC frame-
work, assuming the hardness of ECDSA (equiva-



lently, DLP on secp256k1), semantic security of
Paillier encryption, and soundness of the zero-
knowledge proofs Henc, Hiogs, agr—g-

Proof sketch. The UC proof proceeds through a
sequence of hybrid games:

1. Game 0: Real protocol execution.

2. Game 1: Replace honest parties’ Paillier
encryptions with encryptions of zero. Indis-
tinguishable by Paillier semantic security.

3. Game 2: Simulate ZK proofs. Indistin-
guishable by zero-knowledge.

4. Game 3: Extract adversary’s inputs from
ZK proofs. If extraction fails, identify the
aborting party (identifiable abort).

5. Game 4: Simulate honest parties’ signing
shares using knowledge of the adversary’s in-
puts. Indistinguishable by Paillier security.

6. Game 5: Ideal functionality. A forgery in
this game implies breaking ECDSA.

Identifiable abort follows from the soundness

of Iljogs: if a party’s partial signature is incon-
sistent with its presigning commitments, the ZK
proof identifies the deviation. O

7.3 Composition Security

Lux Teleport runs FROST and CGGMP21
within the same signer network, sharing commu-
nication infrastructure and operator identities.
We prove this composition is safe.

Theorem 7.3 (Protocol Composition). Running
FROST (over Ed25519) and CGGMP21 (over
secp256k1) in parallel with the same signer set
does not degrade the security of either protocol,
provided:
1. The DKG for each protocol uses independent
randomness.
2. The signing nonces for each protocol are in-
dependently sampled.
3. The hash functions Hrprost and Hpcpsa
use domain-separated prefizes.

Proof. FROST operates over Ed25519 (a twisted
Edwards curve over Fy2ss_19) and CGGMP21
operates over secp256kl (a Weierstrass curve
over [Fozs6_o32_g77). The group orders, gener-
ators, and hash domains are distinct. Since

the DKG and signing randomness are indepen-
dent, the protocols’ random oracle queries are
domain-separated, and the underlying hard prob-
lems (DLP on Ed25519 vs. DLP on secp256k1)
are independent, a compromise of one proto-
col’s secret key reveals no information about the
other. Formally, the joint simulation in the UC
framework decomposes into independent simula-
tions for each protocol, and the overall advan-
tage is bounded by the sum of individual advan-
tages. O

7.4 Failure Probability Analysis

For production deployment with threshold ¢ of n
signers, the probability that signing fails due to
fewer than ¢ honest signers being available is:

(Z)pk(l —p)"*

where p is the per-signer availability probabil-
ity. Table 3 shows values for Lux Teleport’s pro-
duction configuration.

t—1

Pt = ) _

k=0

(1)

(t,n) p=0.95 p=0.99 p = 0.999
(3,5)  23x107% 98x107% 1.0x 1078
(5,7) 41x107* 20x107% 2.1x107'2
(7,10)  1.5x107* 3.6x1071% 3.6 x 10716
(67,100) 3.7x 1078 < 10740 < 107100

Table 3: Signing failure probability by threshold
configuration and signer availability.

8 Gas Cost Analysis

A critical advantage of threshold signatures over
multisig is constant on-chain verification cost.
Table 4 compares verification costs.

Ethereum. On EVM chains, ecrecover costs
3,000 gas. A CGGMP21 threshold sig-
nature requires exactly one ecrecover call,
verifying against the MPC group address:
ecrecover(digest,c) == mpcGroupAddress. In-
dividual signers are not visible on-chain; only the
aggregate key matters for verification. A k-of-n
Gnosis Safe multisig requires k ecrecover calls



Chain Family

TSS Verify

k-of-n Multisig Savings

Verify Method

Protocol

Ethereum / EVM
Bitcoin Taproot
Bitcoin Legacy
Solana

TON

Cosmos / IBC
XRPL

Cardano
Polkadot

Sui

Aptos

NEAR

Stellar
Algorand

Tezos

TRON
StarkNet

21,000 + 3,000

1 vByte witness
1 DER sig

1 Ed25519 verify
~0.005 TON

1 sig verify

1 ECDSA sig

1 Ed25519 verify
1 Sr25519 verify
1 Ed25519 verify
1 Ed25519 verify
1 Ed25519 verify
1 Ed25519 verify
1 Ed25519 verify
1 Ed25519 verify
21,000 + 3,000

1 ECDSA verify

21,000 + 3,000k  (k—1) x 3,000 ecrecover precompile
k x 64 vB witness (k—1) x 64 vB  OP_ CHECKSIG (Schnorr)
k DER sigs (k—1) sigs OP_CHECKMULTISIG
k Ed25519 verifies  (k—1) verifies Ed25519 program
~0.005k TON  (k—1) x 0.005 Ed25519 TVM opcode
k sig verifies  (k—1) verifies ed25519_verify
k signer entries  (k—1) entries Native ECDSA
k verifies  (k—1) verifies Plutus native
k verifies  (k—1) verifies Runtime verify
k verifies  (k—1) verifies Move native
k verifies  (k—1) verifies Move native
k verifies  (k—1) verifies Runtime verify
k signer weights  (k—1) weights Core verify
k verifies  (k—1) verifies AVM opcode
k verifies  (k—1) verifies Michelson
21,000 + 3,000k  (k—1) x 3,000 TVM ecrecover
k ECDSA verifies  (k—1) verifies Account verifier

CGGMP21
FROST
CGGMP21
FROST
FROST
FROST
CGGMP21
FROST
FROST
FROST
FROST
FROST
FROST
FROST
FROST
CGGMP21
CGGMP21

Table 4: On-chain signature verification costs: threshold signature (single verify) vs. k-of-n multisig.
Threshold signatures always cost one single-signature verification regardless of ¢ and n. Multisig

cost scales linearly in k.

plus contract overhead (~40,000 gas base). For
the Teleport production configuration of t = 67,
n = 100: threshold costs 24,000 gas (base + 1
ecrecover); equivalent multisig costs 241,000 gas
(base + 67 ecrecover). Savings: 90%.

Bitcoin Taproot. A Taproot key-path spend
using FROST requires 64 bytes of witness data
(one Schnorr signature). An equivalent k-of-n
using OP  CHECKMULTISIGVERIFY requires
k x 72 bytes (DER-encoded ECDSA signatures)
plus the redeem script. For t = 5: FROST uses
64 vB; multisig uses 360+ vB. Savings: 82%.

Solana. Ed25519 signature verification on
Solana costs approximately 1,400 compute units.
A FROST signature requires one verification.
A multisig requires k verifications plus program
logic overhead (~5,000 CU base). For t = 5:
FROST costs 6,400 CU; multisig costs 12,000
CU. Savings: 47%.

9 Comparison with Alternatives

We compare the FROST+CGGMP21 approach
against three deployed alternatives for cross-
chain custody.

BLS Aggregation (Wormbhole-style).
Wormhole [17] uses BLS12-381 aggregate
signatures from a guardian set. BLS aggre-

gation provides compact multi-signer proofs
but requires a custom on-chain verifier (BLS
precompile or Solidity implementation) cost-
ing 180,000+ gas on EVM. BLS12-381 is not
natively supported on any major chain except
Ethereum (EIP-2537). Coverage is limited to
chains where the verifier can be deployed.

TSS GG20 (tBTC v2). tBTC v2 [18] uses
the GG20 protocol [9] for threshold ECDSA.
GG20 requires 8 rounds of communication (vs.
CGGMP21’s offline+1 or FROST’s 2 rounds)
and lacks identifiable abort—a malicious party
can cause signing to fail without detection.
GG20 covers only secp256k1 chains. No Ed25519
or Taproot support.

10



Property FROST + BLS Ag- TSS GG20 Multisig (Gno-
CGGMP21 gregation (tBTC v2) sis Safe)
(Teleport) (Wormhole)

Sig. scheme Schnorr + BLS12-381 ECDSA (GG20) ECDSA
ECDSA

On-chain format

Native single sig

Custom verifier

Native single sig

k sigs + con-
tract

Verify cost (EVM) 3,000 gas 180,000 gas 3,000 gas 3,000k gas
Chain coverage 17 families EVM + custom  secp256kl1 only EVM only
Rounds (signing) 2 (FROST) / 1 8 0 (async)
1-+pre (CG-
GMP)
Identifiable abort  Yes (CG- No No (GG20) N/A
GMP21)
Key refresh Yes No (fixed keys)  Yes N/A
Bitcoin Taproot Yes (native) No No No
Ed25519 chains Yes (native) No No No
Corruption t—1 of n t—1 of n t—1 of n k—1of n
threshold

Table 5: Comparison of threshold /multisig schemes for cross-chain custody.

Multisig (Gnosis Safe). On-chain multisig is
the simplest approach but has fundamental lim-
itations: (1) gas cost scales linearly in the num-
ber of signers k; (2) threshold changes require
contract transactions; (3) not available on chains
without smart contracts (Bitcoin, Stellar); (4) re-
veals the threshold structure on-chain.

9.1 Security Property Comparison

Property Ours BLS GG20 Multisig
EUF-CMA v v v v

Id. abort v - - N/A
Key refresh v - v -
Forward sec. v - v -
Privacy* v - v -

UC security val v - N/A

Table 6: Security properties. *Privacy = thresh-
old structure not revealed on-chain. TCGGMP21
is UC-secure; FROST is proven in the ROM.

10 Implementation

The framework is implemented in Go across two
packages:

11

e github.com/luxfi/threshold Core
threshold cryptography: FROST (Ed25519,
BIP-340), CGGMP21 (secp256kl), DKG,
key refresh, resharing.

e github.com/luxfi/mpc — MPC coordina-
tion daemon: signer orchestration, nonce
management, chain adapters, key storage,
rotation ceremonies.

10.1 Architecture

The MPC daemon (mpckeyd) runs on each signer
node and exposes a gRPC interface for signing
requests. The coordination flow:

1. A bridge relayer detects a cross-chain trans-
fer request.

2. The relayer broadcasts a signing request to
the MPC network.

3. The coordinator (rotating leader) selects the
signer set S and initiates the protocol.

4. Signers execute FROST or CGGMP21 de-
pending on the target chain’s signature
scheme.

5. The resulting signature is submitted to the
destination chain.



10.2 Protocol Selection

Chain adapters implement a common Signer in-
terface:

type Signer interface {
KeyGen(t, n int) (*KeyShare, error)
Sign(msg [lbyte, signers []int)
(*Signature, error)
Refresh() (*KeyShare, error)
PublicKey() [lbyte

Protocol() string // "frost" or "cggmp

Each chain adapter maps from the chain’s
transaction format to the appropriate protocol:

func AdapterFor(chain Chain) Signer {
switch chain.SigType() {
case Ed25519, BIP340:
return frost.NewSigner(chain)
case ECDSA:
return cggmp.NewSigner (chain)

10.3 Nonce Management

Nonce reuse in threshold Schnorr signatures is
catastrophic: reusing a nonce pair (d;, e;) in two
signing sessions with different binding factors
leaks the secret share s;. The implementation
enforces:
1. Single-use nonces: Each (d;,e;) pair is
stored with a unique session ID and deleted
after use. The nonce store is append-only
with cryptographic deletion.
. Hedged nonces: Following RFC 6979 [16]
principles, nonces are derived from
HKDF (sk;, session _id, aux_rand) where
aux_rand provides fresh entropy as a hedge
against RNG failure.
Nonce pre-generation: For latency-
sensitive paths, nonce pairs are pre-
generated in batches and stored encrypted
at rest. Fach nonce is marked as consumed
atomically with protocol execution.
Broadcast serialization: A sync.Mutex
on StoreBroadcastMessage prevents a race

condition where concurrent FROST signing
sessions could overwrite each other’s com-
mitment messages in the broadcast store.
Without this lock, two sessions arriving si-
multaneously could corrupt the commitment
list B, leading to inconsistent binding fac-
tors and signing failure.

10.4 Performance

enchmarks on production hardware (AMD
EPYC 7763, 2.45 GHz, 64 cores, Ubuntu 22.04,
Go 1.22):

Operation Protocol (3,5)  (67,100)
DKG FROST 14 ms 820 ms
DKG CGCMP21 1,100 ms 48,000 ms
Sign FROST 8 ms 180 ms
Presign CGGMP21 120 ms 4,200 ms
Sign (online) CGGMP21 2 ms 12 ms
Refresh Both 12 ms 680 ms
LSS Reshare (3 — 5) Both 0.14 ms —
LSS Reshare (50 — 100) Both — 3.5 ms
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Table 7: Latency benchmarks (median over 1,000
runs, single-machine simulation with network la-
tency of Oms between parties). LSS (Lux Se-
cret Sharing) dynamic resharing enables thresh-
old changes (e.g., 3-of-5 — 3-0f-7) without DKG
restart.

In production with geographically distributed
signers (median inter-signer RTT 45ms), end-
to-end signing latency is dominated by network
round-trips: FROST signing completes in 2 x
45ms + 8ms ~ 98ms; CGGMP21 online signing
completes in 1 X 45ms + 2ms ~ 47ms (with pre-
computed presignatures).

11 Formal Security Proofs

We state the main security theorems with
full proof structure. Formal machine-
checked proofs in Lean 4 are available at

github.com/luxfi/proofs/tree/main/lean/Crypto.



11.1 FROST Unforgeability
Proof)

(Full

Theorem 11.1 (FROST-UF). Let FROST be
the (t,n)-threshold Schnorr signature scheme
over group G of order q. For any PPT adversary
A making at most qs signing queries and qg ran-
dom oracle queries, and corrupting at most t — 1
parties:

+qs+1
Advih oer (A) < % + /%H + Advd(B)

where B is a DLP solver with runtime polynomial
in the runtime of A.

Proof. We construct a sequence of games:

Game 0. Real FROST experiment with ¢ —
1 corrupted parties. A receives the public key
Y, the corrupted shares {s;};cc, and access to a
signing oracle.

Game 1. Replace the random oracle Hy with
a programmable random oracle. The reduction
‘R programs responses to be consistent. This is
a syntactic change; | Pr[G;] — Pr[Go]| = 0.

Game 2. R receives DLP challenge Y* =
z* - G and embeds it as the honest party’s pub-
lic key share. Specifically, R sets Y, = Y* —
Yico )\l_é - 8; - G where h is the simulated hon-
est party. R does not know s, but can simu-
late signing by programming Hy to produce chal-
lenges ¢ such that the honest party’s response zj,
can be computed from the random oracle out-
put. This requires R to know ¢ before commit-
ting to R, which is possible because R programs
Hy. |Pr[Gs] — Pr[Gi]| < (qm + ¢5)/q due to po-
tential programming conflicts.

Game 3 (Extraction). When A outputs
forgery (m*,(R*,z*)) on an unqueried message,
R applies the generalized forking lemma [15]:
rewind A with a different random oracle re-
sponse at the forgery point to obtain a second
forgery (m*,(R*,2*)) with challenge ¢ # c.
From z* — 2 = (¢ — ) - 2%, R recovers z* =
(z* — 2*)/(c — ), solving DLP.

The forking probability is at least (e — (g +
1)/q)?/qu where € is A’s advantage, giving the
stated bound after rearrangement. O

11.2 CGGMP21 Identifiable Abort

Theorem 11.2 (CGGMP21 Identifiable Abort).
If the CGGMP21 signing protocol fails to produce
a valid signature, the honest parties can identify

at least one malicious party with probability >
1 — negl(\).

Proof. The identification mechanism works as
follows. In the presigning phase, each party i
commits to its nonce share k; via K; = k; - G
with a zero-knowledge proof Ilg,. of correct en-
cryption. In the MtA sub-protocol, each party
proves correct computation via Il ¢ _g. In online
signing, each party ¢ broadcasts o; with a proof
Iljog+« that o; is consistent with its committed val-
ues (ki Xi)-

If s =), 0; does not yield a valid ECDSA sig-
nature, at least one o; is inconsistent. The IIjogs
proof for that party will fail verification, iden-
tifying the malicious party. Soundness of Iljogs
ensures that an honest party’s proof always ver-
ifies, so only a malicious party can be identified.

Formally: let E be the event that signing fails.
Conditioned on F, the probability that all IIjogs
proofs verify is bounded by the soundness error
of Iljog«, which is negl(\). Therefore, with proba-
bility > 1—negl()), at least one malicious party’s
proof fails. O

11.3 Key Refresh Forward Security

Theorem 11.3 (Forward Security under Proac-
tive Refresh). With key refresh every A time
units, an adversary who compromises t—1 shares
in any single epoch cannot forge signatures for
other epochs, even if the adversary later compro-
mises t—1 different shares in a subsequent epoch.

Proof. Let {sge)} and {sz(»eﬂ)} denote shares
in epochs e and e + 1. The adversary
knows {Sge)}iece and {S§e+1)}j606+1 with |C,| =
|Ceq1| =t —1.

Shares are related by SEEH) = sl(e) +>2;95(0)
where g; are degree-(t — 1) polynomials with
g;(0) = 0. The adversary can compute SEC—H) —
sge) => ;9 (7) for indices in C¢ N Ceqq1. How-
ever, >, g; is a degree-(t — 1) polynomial with

known zero constant term, determined by ¢ — 1
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coefficients. Even if |CeNCey1| = t—2 (maximum
overlap given |Ce| = |Cey1| =t—1and n > t+1),
the adversary obtains ¢ — 2 points on a degree-
(t — 1) polynomial plus the constraint g(0) = 0,
giving ¢t — 1 constraints on t — 1 unknowns. This
determines g uniquely, allowing the adversary to
convert, shares across epochs.

However, this requires C, and Ce41 to overlap
in t—2 indices. If the signer set has n > 2t¢, a mo-
bile adversary corrupting ¢ — 1 parties per epoch
with |Ce N Cet1| < t — 2 still cannot reconstruct
s: the adversary has at most £ — 1 independent
share values per epoch, which is information-
theoretically insufficient for a degree-(t—1) poly-
nomial.

The forward security guarantee holds provided
the adversary does not corrupt the same t—1 par-
ties across two consecutive epochs and the honest
parties’ refresh polynomials remain secret. O

12 Related Work

Threshold Schnorr. FROST [1] optimized
threshold Schnorr to 2 rounds from the 3-round
GJKR protocol [10]. ROAST [12] adds ro-
bustness to FROST by running parallel signing
sessions. MuSig2 [11] provides 2-round multi-
signatures (all-of-n) for Bitcoin Taproot but does
not support threshold (¢ < n) configurations.

Threshold ECDSA. GGI18 [8] introduced
practical threshold ECDSA. GG20 [9] improved
efficiency but lacked identifiable abort. CG-
GMP21 [2] achieved UC security with identifiable
abort. Doerner et al. [13] optimized the 2-party
case.

BLS-based bridges. Wormhole [17] wuses
BLS12-381 guardian signatures. BLS aggrega-
tion is compact but requires custom verifiers on
non-BLS chains (180,000+ gas on EVM). EIP-
2537 adds BLS precompiles to Ethereum but is
not yet widely deployed on L2s.

MPC wallets. Fireblocks [19] and ZenGo [20)]
deploy threshold signatures for institutional cus-
tody. Both use variants of GG20/CGGMP21 for

ECDSA but do not address Ed25519 chains or
Bitcoin Taproot.

13 Conclusion

We have presented a unified threshold cryp-
tographic framework that covers 17 blockchain
families through two complementary protocols:
FROST for Schnorr/EdDSA chains and CG-
GMP21 for ECDSA chains. The framework pro-
vides:

1. Universal coverage: Every major
blockchain is supported with native sig-
nature verification—mno custom verifier
contracts.

2. Constant on-chain cost: One signa-
ture verification regardless of threshold size,
yielding up to 90% gas savings over multisig.

3. Strong security: Unforgeability under t—1
corruption (Theorems 11.1, 7.2), identifiable
abort (Theorem 11.2), forward security un-
der proactive refresh (Theorem 11.3), and
safe protocol composition (Theorem 7.3).

4. Bitcoin Taproot: FROST KeygenTap-
root produces x-only public keys (BIP-340)
for key-path spends indistinguishable from
single-signer outputs.

5. MPC group address: On-chain ver-
ification uses a single aggregate key
(ecrecover == mpcGroupAddress), not in-

dividual signers.

6. Operational safety: Configurable rotation
delay (default 24h, 0 for instant, max 7d)
with on-chain visibility; proactive key re-
fresh without public key change; LSS dy-
namic resharing for threshold changes.

7. Production performance: 98ms end-to-
end FROST signing, 47ms CGGMP21 on-
line signing with presignatures, 0.14ms LSS
reshare (3 — b5), in geographically dis-
tributed deployment.

The framework is deployed in Lux Tele-
port, securing cross-chain asset transfers across
270+ blockchains.  Implementation is open-
source at github.com/luxfi/threshold and
github.com/luxfi/mpc.
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