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Abstract

We present the design and implementation of Verkle trees in the Lux blockchain platform,
enabling constant-size proofs for stateless clients. Verkle trees utilize polynomial commit-
ments to achieve proof sizes of approximately 150 bytes, independent of tree depth or state
size, representing a 4-5x reduction compared to traditional Merkle Patricia trees. Our imple-
mentation leverages KZG commitments on the BLS12-381 curve, providing efficient batch
verification and enabling practical stateless client operation. We detail the cryptographic
foundations, integration with Lux’s multi-chain architecture, migration strategy from ex-
isting Merkle structures, and performance analysis showing 76% bandwidth reduction for
state proofs while maintaining sub-10ms verification times. This advancement enables light
clients to verify state transitions with minimal storage requirements, improving network
decentralization and accessibility.

1 Introduction

The exponential growth of blockchain state presents fundamental scalability challenges for de-
centralized networks. As of 2024, major blockchain platforms require hundreds of gigabytes of
storage for full node operation, creating barriers to entry and centralizing network participa-
tion. This state growth problem manifests in three critical dimensions: storage requirements
growing unbounded over time, synchronization bandwidth increasing linearly with state size,
and verification costs scaling with tree depth.

Traditional Merkle Patricia trees, while providing cryptographic authentication of state,
suffer from proof sizes that scale logarithmically with state size. For a blockchain with 232
accounts, Merkle proofs require approximately 32 hash values, resulting in proofs exceeding 1
kilobyte. This overhead becomes prohibitive for light clients and cross-chain verification.

Verkle trees represent a paradigm shift in authenticated data structures by replacing hash-
based commitments with polynomial commitments. This fundamental change enables constant-
size proofs regardless of tree size or depth. A Verkle tree can prove membership or non-
membership with a single 150-byte proof, compared to 640+ bytes for equivalent Merkle proofs.

The stateless client paradigm enabled by Verkle trees transforms blockchain architecture.
Rather than maintaining complete state, clients can verify transactions using only block head-
ers and compact proofs. This reduces storage requirements from hundreds of gigabytes to
megabytes, enabling blockchain participation on resource-constrained devices including mobile
phones and IoT devices.

Our contributions include:

e Integration of Verkle trees with Lux’s multi-consensus architecture

e Optimization of polynomial commitment schemes for parallel verification

Migration framework preserving backward compatibility

Performance analysis demonstrating practical feasibility

Security analysis under adaptive adversarial models

2 Merkle Tree Limitations

2.1 Proof Size Complexity

Merkle trees authenticate data through recursive hashing, requiring O(logn) hash values for
proof construction. For a tree of depth d with hash output size h bytes, proof size equals:

Pmerkle =d-h= IOgQ(n) h (1)



With SHA-256 (h = 32 bytes) and n = 232 accounts:
Prerkie = 32 - 32 = 1024 bytes (2)

2.2 Deep Tree Structures

Binary Merkle trees exhibit depth linear in logn, creating cascading performance penalties:
e Verification time: O(d) hash computations
e Update complexity: O(d) nodes modified per update
e Cache inefficiency: Poor locality for deep paths

e Network overhead: Linear bandwidth in tree depth

2.3 Bandwidth Amplification
For batch operations touching k£ keys, Merkle proof sizes grow as:
Pyaten = O(k ’ log TL) (3)

This creates prohibitive overhead for common patterns like multi-asset transfers or contract
calls touching multiple storage slots.

2.4 State Witness Size

Ethereum’s current state witness for a typical block exceeds 500 KB using Merkle proofs, mak-
ing real-time propagation challenging on bandwidth-constrained networks. This fundamentally
limits the viability of stateless clients under the Merkle tree paradigm.

3 Verkle Tree Background

3.1 Vector Commitments

A vector commitment scheme allows committing to a vector ¥ = (vg,v1,...,v,—1) with a short
commitment C', enabling selective opening of individual positions with constant-size proofs.

Definition 1 (Vector Commitment). A vector commitment scheme consists of algorithms:
e Setup(1*,n) — pp: Generate public parameters
e Commit(pp, ¥) — C: Commit to vector ¥
e Open(pp, ¥,7) — m: Generate opening proof for position ¢

e Verify(pp, C,1,v;, ) — {0,1}: Verify opening proof

3.2 Polynomial Commitments

Polynomial commitments enable committing to polynomials with efficient evaluation proofs.
The KZG (Kate-Zaverucha-Goldberg) scheme provides optimal proof sizes using bilinear pair-
ings.

For polynomial f(X) = 2?2_01 a; X*, the KZG commitment is:

C=[f(r)h= ' a; [T (4)

where 7 is a secret trapdoor from trusted setup and []; denotes group elements in Gj.



3.3 Reed-Solomon Encoding

Verkle trees encode data using Reed-Solomon codes for error correction and efficient batch

opening. Given data (dp,...,d_1), we construct polynomial:
k—1
F(X) =) di- Li(X) (5)
=0

where L;(X) are Lagrange basis polynomials.

3.4 Inner Product Arguments

For bandwidth optimization, inner product arguments provide logarithmic-size proofs for poly-
nomial evaluations. Given commitments C' and evaluation point z, the prover demonstrates:

=

(@,b) = v (6)

through recursive halving, achieving proof size O(logn) group elements.

4 Verkle Tree Structure

4.1 Tree Parameters

Verkle trees are characterized by:
e Width w: Number of children per node (typically 256)
e Depth d: Tree levels, where d = [log,,(n)]
e Commitment size: 48 bytes (compressed G point)

e Key size: 32 bytes (matching existing infrastructure)

4.2 Node Structure

Each Verkle node contains:

struct VerkleNode {

Commitment C; // 48 bytes: KZG commitment
Key prefix; // Vartable: key prefiz
Value* values [256]; // Optional values

NodeID* children[256]; // Child commitments

uint8_t depth; // Tree depth

bool is_leaf; // Leaf indicator

Listing 1: Verkle Node Structure

4.3 Commitment Construction

For internal node with children (Cy,...,Cy—1), the commitment is:
Crode = Commit(COHClH R ||Cw*1) (7)
Using KZG, this becomes:

w—1
Chode = Z Ci - [Ti]l (8)
=0
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4.4 Path Resolution

Key lookup follows the path determined by key chunks:

function Lookup(root, key)
node <— root
depth < 0
while node is not null do
chunk <+ key[depth]
if node.is_leaf then
return node.values|chunk]
end if
node <— node.children[chunk]
depth < depth + 1
: end while
: return null

— = =
o2

5 Polynomial Commitments (KZG)

5.1 Trusted Setup

The KZG scheme requires a structured reference string (SRS) generated through a trusted setup

ceremony:

SRS = {[7"1}7=¢ U {[" ]2}z

9)

where 7 is destroyed after setup. Lux utilizes the Powers of Tau ceremony with 100,000+
participants, ensuring security under the assumption that at least one participant was honest.

5.2 Commitment Generation

Given polynomial f(X) = Z?:o a; Xt

This requires d scalar multiplications in G:
e Scalar multiplication: 0.25 ms per operation
e Total commitment time: 0.25d ms

e Parallelizable across coefficients

5.3 Opening Proofs

To prove f(z) =y, compute quotient polynomial:

(11)

(12)



5.4 Pairing Verification
Verification uses bilinear pairing e : G; x Gy — Gr:

?

e(C — [yl1, [1]2)

Expanding the pairing equation:

e(m, [7]2 = [2]2)

e([f(7) =yl [1]2) = e(lg(T)]1, [T — 2]2)

This holds if and only if f(z) = y.

6 Proof Generation

6.1 Single-Point Opening

For proving value at position ¢ in Verkle tree:

1: function GenerateProof(tree, key)
path < GetPath(tree, key)
commitments < ||
openings < ||
for node in path do
chunk <+ key[node.depth]
7 + KZG.Open(node, chunk)
commitments.append(node.C')
openings.append ()
: end for
: return (commitments, openings)

— =
== O

6.2 Multi-Point Opening

For k openings at points (21, ..., z;) with values (y1,...,yk):

k i
0(x) =Y - S
i=1 ¢

where w(X) = [12(X — 2).
The aggregated proof satisfies:

e(C = [g(T)1, [1]2) = e(magg, [T]2)

6.3 Proof Aggregation

Multiple proofs along a path aggregate into a single proof:

d—1
i
T final = 5 a - T
=0

where « is derived via Fiat-Shamir from the transcript.

(13)

(14)

(16)



6.4 Final Proof Structure

I | struct VerkleProof {

2 uint8_t depth; // Tree depth

3 Commitment [] commitments; // 48 bytes each
A Point opening_proof; // 48 bytes

5 Scalar[] values; // 32 bytes each
6 uint256 key; // Target key
71}

Listing 2: Verkle Proof Format

Total proof size: 48 + 48 + 32d bytes ~ 150 bytes for d = 2.

7 Lux Implementation

7.1 Integration Architecture

Lux’s multi-chain architecture requires Verkle tree integration at three levels:
1. P-Chain: Platform chain managing validators and appchains
2. C-Chain: EVM-compatible contract chain

3. X-Chain: UTXO-based exchange chain

7.2 P-Chain State Model

The P-Chain maintains:
e Validator sets: V = {(pk;, stake;, end;)}
e Delegations: D = {(del;, val;, amount;)}
e Appchain configurations: & = {(id;, params;)}

Verkle commitment:

Cp = Commit(V||D||S)
7.3 C-Chain EVM Integration
EVM state comprises:
e Account states: nonce, balance, storageRoot, codeHash
e Contract storage: key-value mappings
e Contract code: bytecode blobs
Account encoding in Verkle tree:
Account(addr) = {nonce||balance||codepqysh||storage oot }
Storage slot mapping:

StorageKey(addr, slot) = Hash(addr||slot)

(19)

(20)




7.4 State Transition Proofs

For transaction tz modifying state from S to S:

Ttransition — (ﬂprea T'post s 7rwz’tnesses)

where:

® Tyre: Proofs for pre-state values
® Tpost: Proofs for post-state values

® Tuitnesses: Auxiliary data (e.g., code proofs)

7.5 Cross-Chain Verification

Appchain validators verify cross-chain transfers using Verkle proofs:

return validsoyrce N validigrget

8 Performance Analysis

8.1 Proof Size Comparison

function VerifyCrossChain(proof, sourceRoot, target Root)
validsource <— VerifyProof (proof.source, source Root)
validiarger < VerifyProof (proof.target, target Root)

Metric Merkle Patricia Verkle Tree Reduction
Single proof 150 B 76.6%
10-key batch 250 B 96.1%
100-key batch 1,200 B 98.1%
Block witness 512 KB 28 KB 94.5%

Table 1: Proof size comparison across different operations

8.2 Verification Performance

Operation Merkle Verkle Ratio
Single verify 32ms 4.8 ms 1.5
10-proof batch 32ms 85 ms 0.27x
100-proof batch 320 ms 42 ms 0.13x
Pairing check — 2.1 ms —

Table 2: Verification time comparison

(21)



8.3 Tree Operations
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Figure 1: Proof size scaling with state growth

State Size (millions of accounts)

8.4 Bandwidth Analysis

Network bandwidth requirements for different client types:

Bstateless = Hgjze + Ntw : Pverkle

For 15 transactions per block:

e Merkle stateless: 480 + 15 x 640 = 10, 080 bytes/block

e Verkle stateless: 480 4 15 x 150 = 2,730 bytes/block

e Reduction: 72.9%

9 Stateless Client Benefits

9.1 Storage Requirements

Table 3: Storage and synchronization requirements

Client Type Storage

Sync Time

Full node (current) 350 GB
Full node (Verkle) 350 GB
Stateless (Verkle) 100 MB
Light client 10 MB

48 hours
48 hours
10 seconds
1 second

9.2 Verification Architecture

Stateless clients maintain minimal state:

e Latest block header: 512 bytes

(22)



e Trusted root: 48 bytes
e Pending transactions: Variable

e Proof cache: 10-100 MB

9.3 Network Participation
Verkle trees enable new participation models:

1. Mobile validators: Participate in consensus from smartphones
2. Browser clients: Web-based blockchain interaction
3. IoT devices: Embedded blockchain verification

4. Ephemeral nodes: Spin up/down without sync penalty

9.4 Decentralization Impact

Lower barriers to entry increase network decentralization:

Nakamoto Coefficient = min{|S| : tak 0.5 23
akamoto Coefficien gnglgﬂ | %S ake, > 0.5} (23)
v

With Verkle trees enabling 10x more validators, the Nakamoto coefficient improves propor-
tionally.

10 Cryptographic Primitives

10.1 BLS12-381 Curve
Verkle trees utilize the BLLS12-381 pairing-friendly elliptic curve:

Ey:y* =2 +4over F), (24)
By y* =2 +4(1 +1) over Fp (25)

where p = 2381 — 2255 4 90,
Key properties:

e 128-bit security level
e Efficient pairing: 2.5 ms on modern CPUs
e Small group element: 48 bytes compressed

e Subgroup order r ~ 22%°

10.2 Kate Commitments

The commitment to polynomial f(X) is:

0= ¢/ =T[¢"" (26)

Binding property relies on d-Strong Diffie-Hellman assumption:

Theorem 1 (Computational Binding). If the d-SDH assumption holds in G, then KZG com-
mitments are computationally binding.

10



10.3 Fiat-Shamir Transform

Interactive proofs become non-interactive via Fiat-Shamir:
a = Hash(transcript||commitment||statement)

Security requires modeling hash as random oracle.

10.4 Pairing Operations

The bilinear pairing e : Gy x Gy — G satisfies:
e Bilinearity: e(g%, h’) = e(g, h)™®
e Non-degeneracy: e(g,h) # 1 for generators g, h
e Efficiency: Computable in polynomial time
Miller loop implementation:

121

e(Pv Q) = fT’,P(Q) r

11 Security Analysis

11.1 Binding Property

Theorem 2 (Strong Binding). Under the ¢-SDH assumption, no PPT adversary can find

(f,f', 2,9,y ,m) such that:
o f#[
e Commit(f) = Commit(f’)
o Verify(Commit(f), z,y,7) =1

o Verify(Commit(f'), 2,9/, m) =1

11.2 Hiding Property

Optional hiding through randomization:
Chiding = [f(T)l1 - [r-(1)]1

where (X)) is a random polynomial.

11.3 Trusted Setup Security
The ceremony security relies on:
1. At least one honest participant
2. Secure deletion of toxic waste T
3. Public verifiability of contributions
Probability of compromise with n participants and t corrupt:

t

Pcompromise = (n> <272 for n > 1000,t < 0.99n

11
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11.4 Quantum Resistance

Verkle trees are vulnerable to quantum attacks:
e Shor’s algorithm breaks discrete log
e Pairing inversion becomes feasible
e Migration to post-quantum required

Post-quantum alternatives under research:

e Lattice-based commitments
e Hash-based accumulators

e STARK-based proofs

12 Comparison with Alternatives

12.1 Proof System Comparison

Scheme Proof Size Verify Time Setup PQ-Secure
Merkle O(logn) O(logn) None Yes
Verkle (KZG) 0(1) O(1) Trusted No
STARK O(log?n) O(log®n) None Yes
Bulletproofs O(logn) O(n) None No
RSA Accumulator 0(1) O(1) Trusted No

Table 4: Comparison of cryptographic proof systems

12.2 Trade-off Analysis
12.2.1 STARKSs

e Advantages: No trusted setup, post-quantum secure

e Disadvantages: 100x larger proofs (50-200 KB)

e Use case: High-security applications tolerating bandwidth overhead

12.2.2 Bulletproofs

e Advantages: No trusted setup, reasonable proof size

e Disadvantages: Linear verification time

e Use case: Private transactions with few verifiers

12.2.3 RSA Accumulators

e Advantages: Simple construction, constant proofs

e Disadvantages: RSA assumption, slower operations

e Use case: Systems with existing RSA infrastructure



12.3 Hybrid Approaches

Combining multiple schemes for optimal trade-offs:

T hybrid = (errklea Wstzzrk) (31)

Provides both efficiency (Verkle) and quantum-resistance fallback (STARK).

13 Economic Impact

13.1 Validator Economics

Hardware requirements reduction:

e Storage: 350 GB -; 100 MB (99.97% reduction)
e Bandwidth: 100 Mbps -; 10 Mbps (90% reduction)
e Memory: 32 GB -; 4 GB (87.5% reduction)

Cost savings per validator:

ACvamnucbl = Chardware + Cbandwidth + Coperation ~ $27 400/year (32)

13.2 Network Scaling

Increased validator participation:

Paccessible new
Vnew = Veurrent X P ~ 10 X ‘/current (33)
accessible_current

13.3 Light Client Proliferation

Mobile and embedded devices can now participate:

e Smartphones: 2 billion potential validators
e IoT devices: 50 billion by 2030

e Web browsers: Universal access

13.4 State Rent Implications

Verkle trees enable practical state rent:

Rannual = Sbytes X Rper,byte X Tyears (34)

With proof-of-access, users only pay for accessed state.

14 Migration Strategy

14.1 Phased Rollout
14.1.1 Phase 1: Testing (Months 1-3)

e Deploy on test networks

Parallel Merkle/Verkle operation

Performance benchmarking

Security audits

13



14.1.2 Phase 2: Canary Deployment (Months 4-6)

e Single appchain migration

Monitor proof generation/verification
Optimize parameters

Collect metrics

14.1.3 Phase 3: Progressive Migration (Months 7-12)

e (C-Chain migration

P-Chain migration

e X-Chain migration

Full network transition

14.2 Dual-Tree Period

During migration, maintain both trees:

SN S > o

function DualUpdate(key, value)

MerkleTree.Update(key, value)

VerkleTree.Update(key, value)

700t merkie <— MerkleTree.Root()

700tyerkie <— VerkleTree.Root()

assert VerifyConsistency (700t erkic, 700t verkie)

14.3 Proof Format Compatibility

Unified proof format supporting both schemes:

message UniversalProof {

enum ProofType {
MERKLE = 0;
VERKLE 1;

}

ProofType type = 1;

bytes proof_data = 2;
bytes auxiliary_data = 3;

Listing 3: Universal Proof Format

14.4 Rollback Contingency

FEmergency rollback procedure:

1.

2.

Detect critical issue via monitoring
Halt Verkle proof generation

. Revert to Merkle-only operation

. Diagnose and fix issues

. Resume migration after resolution

14




15 Future Enhancements
15.1 Post-Quantum Verkle Trees
Research directions for quantum-resistant variants:
15.1.1 Lattice-Based Commitments
Using Learning With Errors (LWE):
C =As+emodq

where A is public matrix, s is secret, e is error.
15.1.2 Hash-Based Accumulators
Merkle trees with stateless hash-based signatures:

TTSPHINCS = (CLUthpatha OTSsignature)
15.2 Optimized Trusted Setups

15.2.1 Updatable Reference Strings

Allow adding new participants post-ceremony:
SRS, .eww = Update(SRS 14, Thew)

15.2.2 Transparent Setup

Using class groups or unknown-order groups:

t

922 mod N

where factorization of NV is unknown.

15.3 Adaptive Tree Arity

Dynamic width adjustment based on access patterns:

w

P,
Woptimal = arg min (d(w) . logw + p;fof>
For hot paths, increase width to reduce depth.

15.4 Cross-Chain Proof Aggregation
Aggregate proofs across multiple chains:
Taggregate — Aggregate(ﬂPfchainv TC—chain 7TXfchain)

Single proof verifies state across entire Lux network.

15
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16 Conclusion

Verkle trees represent a fundamental advance in blockchain scalability, enabling practical state-
less clients through constant-size proofs. Our implementation in Lux demonstrates that 150-
byte proofs can replace kilobyte-sized Merkle proofs while maintaining security guarantees under
standard cryptographic assumptions.

The 76% reduction in proof size translates directly to bandwidth savings, enabling light
clients to operate on mobile networks and resource-constrained devices. This democratization
of blockchain participation strengthens decentralization by lowering barriers to entry.

Key achievements include:

e Integration with Lux’s multi-consensus architecture without breaking changes

e Sub-10ms verification times enabling real-time validation

Backward-compatible migration path preserving network stability

94% reduction in state witness size for typical blocks

Foundation for state rent and economic sustainability

While quantum resistance remains an open challenge, the immediate benefits of Verkle trees
outweigh future migration costs. The cryptographic foundations are mature, with BLS12-381
and KZG commitments battle-tested in production systems.

Future work will focus on post-quantum alternatives, optimizing proof generation through
hardware acceleration, and extending the stateless paradigm to cross-chain interoperability. As
blockchain adoption grows, Verkle trees provide the scalability foundation necessary for global-
scale decentralized systems.

The transition from Merkle to Verkle trees marks a paradigm shift from full-node-centric
to client-diverse blockchain architectures. By enabling smartphones, browsers, and IoT devices
to verify blockchain state with minimal resources, Verkle trees unlock blockchain technology’s
potential for universal accessibility and true decentralization.
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